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Secrecy Performance of Finite-Sized Cooperative
Full-Duplex Relay Systems with Unreliable
Backhauls

Hongwu Liu, Member, IEEE Kyeong Jin Kim,Senior Member, IEEE,
Theodoros A. TsiftsisSenior Member, IEEEKyung Sup Kwak,Member, IEEE,
and H. Vincent Poofellow, IEEE

Abstract—This paper investigates secrecy performance of gateway), the associated capital expenses and operation ex
finite-sized cooperative full-duplex relay (FDR) systems #h penses restrict their implementation. As an alternativetiom
unreliable wireless backhaul connections across multiplérans- to overcome inconvenience and excessive cost caused by

mitters under Nakagami-m fading. Closed-form expressions for . . . .
the secrecy outage probability and probability of non-zercachiev- wired backhauls, wireless backhauls have gained consitiera

able secrecy rate are derived in terms of self interferences]), interest [5], [6]. Due to wireless channel impairments sash
transmitter cooperation, and backhaul reliability. It is shown non-line-of-sight (nLOS) propagation, severe fading, iel-
that transmitter cooperation can effectively enhance the ecrecy ference, wireless backhauls are sometimes unreliabléngpus

performance, while the asymptotic limits on the secrecy owlge 5 gerioys jssue in meeting end terminals’ quality of service
probability and probability of non-zero achievable secreg rate (Q0S) requirements [7], [8]

are exclusively determined by backhaul reliability. With the aid
of transmitter cooperation, the burden of Sl cancellation @n be
alleviated for the FDR system in achieving the allowed smadist . . .
secrecy outage probability. Compared to that of a half-duptx A- Technical Literature Review

relay (HDR) system, the FDR system achieves a lower secrecy Tpg relfjability and limited-rate of wireless backhauls &av

outage probability with well suppressed Sl. The analysis stws . . . S
that the secrecy outage probability achieved by the FDR sysm been investigated for coordinated multi-point cooperafl,

converges to that of the HDR system under perfect backhaul as cloud radig access network; [10]_' and finite-sized systems
the target secrecy rate becomes small. The secrecy performee [11]. Considering backhaul link failures, the authors ir2][1

metrics of the considered system are verified by simulationfor  have derived upper and lower bounds on the achievable
various backhaul scenarios. average rate for cooperative multi-relay systems. The- rate
Index Terms—Wireless backhaul, full-duplex relay, two-hop distortion region and outer bound on the rate region were

relaying protocol, secrecy outage probability. investigated for relay backhauls with link erasures in [13]
and limited-rate relay backhauls in [14], respectively[18],
. INTRODUCTION it was shown that wireless backhauls provided low latency

multihop connections for multiple access points. For uplin

cooperative transmission is considered as a promisiﬁ \(;Ie(hl?euelncopone(;:stfgsi’n;i\éei;al ci)orr?plir)?tfli\é T q rrG:Iea':\i/vIQ?k 5?5521
technology for future wireless communications. In patacu . prop ’ 9 P P

highly dense heterogeneous networks (HetNets) have madngd.[m],lgst':buted c?[hmpre§st|_on [17]|’( apd decentretl_l\lf:d
significant attentions, in which a mass of base stations o ing [18]. However, the existing works for cooperativiaye

access points are deployed cooperatively to enhance U tems with unreliable backhauls have considered onfy hal

experience [1], [2]. However, with the dense deployment plex relays (HDRs) at the price &0% loss in spectral

cooperative nodes in HetNets, backhaul connections becoﬁﬁf giency, which results from transmitting and receiving |

increasingly worrisome [3], [4]. Although conventionalred ort ngnal_channel_s_. . - .
backhauls provide solid link connections between the coreWIth their capability of transmitting and receiving sigaal
network and control units (CUs) (such as access point %!Imultaneously, fuII-dupIex relays (FDRs) have attraated-
siderable recent attention [19], [20]. In [21] and [22],agl
Manuscript received March 20, 2017; revised May 21, 201%epied Selection has been proposed to decrease the outage pitybabil
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ITH the explosive demand for wireless data traffi



[25]. Thus, system performance of FDR networks still siffer  cooperative FDR system with respect to RSI, transmitter
from RSI. To achieve substantially high spectral efficiency  cooperation, and backhaul reliability. Note that an invest
S| cancellation and the corresponding RSI level need to be gation of the joint impact of RSI, transmitter cooperation,
carefully handled [24], [25]. and backhaul reliability in cooperative relay systems has
Due to the broadcast nature of wireless communications, not been investigated previously. Thus, its accompanying
potential receiver may receive signals intended for a degit secrecy performance analysis is also a novel contribution
imate receiver, so that data confidentiality in the legitiena from this work. For finite-sized cooperative FDR systems,
channel can be compromised. Physical layer security, based we consider Nakagami: fading channels which are
on Shannon theory, and using channel coding to achieve fairly general, modeling a range of fading behaviors.
secure transmission, is an emerging means of securinges@el « Closed-form expressions for the secrecy outage probabil-
transmissions against eavesdropping by exploiting physic ity and probability of non-zero achievable secrecy rate
channel characteristics [26], [27]. Several works have-con are derived for a finite-sized cooperative HDR system,
sidered physical layer security over wireless relay chinne which serves as a benchmark for secrecy performance
including distributed beamforming schemes [28], coopesat comparison between HDR and FDR systems.
relay networks [29], buffer-aided relay networks [30], and « Asymptotic limits of the secrecy outage probability and
MIMO communications [31]. It has been shown that the probability of non-zero achievable secrecy rate are ob-
secrecy capacity of MIMO wiretap channels can be achieved tained for both HDR and FDR systems, including an
by using Gaussian wiretap codes [32], [33], while multiple- intrinsic outage probability floor and a ceiling on the
antenna diversity has been analyzed for several transmit an probability of non-zero achievable secrecy rate. For the
tenna selection (TAS) schemes in [34]-[36]. When a massive FDR system, it is verified that the asymptotic limits can
MIMO array is employed for relaying, significant enhance- be achieved only when Sl is well suppressed.

ment of secrecy outage capacity can be achieved [37]. For siThe remainder of this paper is organized as follows: Section
multaneous wireless information and power transfer (SWIPT| presents the system model and the statistical propeofies
MIMO wiretap channels, the ergodic secrecy capacity has be@e signal-to-interference-plus-noise ratios (SINRS}ct®n
approximated using large-dimensional random matrix t1eof| analyzes the secrecy performance of the FDR system; Sec-
[38]. In [39], the effects of unreliable backhaul on physicajon |V analyzes the secrecy performance of the HDR system;
layer security of finite-sized cooperative HDR networkshwitsection Vv gives simulation results to verify the analysisg a
multiple eavesdroppers were investigated. It has beenrshogection VI summarizes the paper.

that, compared to HDR systems, FDR systems can effectivelyNotation: E(-) denotes the expectation aGd/(z, y) stands
decrease secrecy outage probability [40] and increase®ecror the circularly symmetric complex Gaussian distribatio
rate [41]. In [42], the secrecy performance of a multi-hoRjith the mean: and variance. 0,/ v is the M x N zero ma-
relay network was enhanced by employing an FDR. Howeveiix andI, is the N x N identity matrix.U(-) denotes the unit
the effect of unreliable backhaul on physical layer segwft step functionI'(-) is the gamma functionz]* £ max(0, z)
finite-sized cooperative FDR systems remains unknown. andz* is the set of positive integerg,(-), F,,(-), andF,(-)
denote the probability density function (PDF), cumulative
distribution function (CDF), and complementary CDF (CCDF)

In this paper, we explore physical layer security for a finitesf the random variable (RV)p, respectively.
sized cooperative FDR system, in which multiple transmstte

are connected to a CU with unreliable backhaul and intend to Il. SYSTEM AND CHANNEL MODEL
transmit information to a destination via an intermediabRF
node. Different from TAS schemes designed for enhanci

physical layer se<_:ur|ty [34]-[36], where transr_mt antenage .?ommunicating with a destinatio® via an FDR nodeR
co-located at a single source node, the considered tramsmi ; S
in the presence of an eavesdropger as depicted in Fig.

cooperation is deployed with unreliable wireless baCk’haLil. Due to large path loss or obstacles, we assume that the

Wh'(.:h SErves as a reIaqug-hop from the CU to transmltter&.rect links between the transmitters and destination do no
Intuitively, when perfect wireless backhaul across alhsrait- . " e
exist. In addition, we assume that each transmitter is @gap

ters is available, the considered transmitter cooperatenm . . : . :
: . . th a single transmit antenna, the FDR node is equipped

be recognized as a multiple-antenna source node with TA . . . : .
with a single receive and a single transmit antenna, whie th

Moreover, unlike the works in [40] and [41], in which FDR- T . . .
. : ) . . ePtlnatlon and eavesdropper are each equipped with asingl
assisted jamming was employed, we considered a simple rggceive antenna

insightful scenario in which a single transmitter is sedelctor
transmitting to the destination [39], while an eavesdromaa _
overhear any confidential messages transmitted by thetsgle. Unreliable Backhaul

B. Motivation

n The considered finite-sized system consists of a CU pro-
v%ling wireless backhaul td< transmitters 17X, ..., TX k)

transmitter and FDR node. Backhaul reliability for the transmittef’X;, is denoted by
- sk, Which represents the probability thBX; can successfully
C. Our Contributions decode the source message via its backhaul transmission.

o The secrecy outage probability and probability of nonn contrast, the probability that the transmitt€X; cannot
zero achievable secrecy rate are derived for a finite-sizédcode the source message via its dedicated backhiulsis



At the beginning of each super-block transmission, a trans-
mitter with the strongest channel gain is selected to trénsm
to the relay [39], so that the selected transmitter indexviergy

by

k* = arglg}%XK]IkﬁlﬂthF. (1)

After receiving the signal, the FDR node first decodes the
source signal and regenerates it by assuming that the decode
and-forward (DF) relay protocol is employed [39]. Thus, we
havex, (t) = z;(t—) at thetth block, wherer(t) andz,(t)
are the transmission signals by the source and relay satisfy
E(zs(t)) =1 andE(z.(t)) = 1.

The received signal at the FDR node can be expressed as

yr(t) = /PsLyp=hipTp=xs(t) +

Fig. 1. Block diagram of a finite-sized cooperative FDR systaith vV PrhoIs(t - 7') + Zr(t), (2)
unreliable backhauls.

where P; is the allocated transmission power at the selected
When a backhaul transmission is not successful, we do dg&nsmitter, P. is the transmission power at the relay, and
apply automatic repeat request (ARQ) or power control, se(t) ~ CN(0,0?) is the additive white Gaussian noise. More-
that the corresponding transmitter may not have the corréer, the received signal at the destination can be expgtesse
information of the source message [43]. Backhaul religbiéi as
assumed to be independent across source messages following
a Bernoulli process [39], so thdtr(l; = 1) = s, and va(t) = v/ PrLohaws(t = 7) + za(t), (3)
Pr(Iy = 0) = 1 — s, wherely, is a binary indicator function. where z4(t) ~ CN(0,02) is the additive white Gaussian
noise at the destination. Because the selected transmitter

B. Channel relay transmit simultaneously, the intercepted signalhat t
The channels of the link&X;, — R, R — D, TX), — E, €avesdropper is given by

andR — FE are denoted b¥t; i, ha, hs i, andhg, respectively. -

A path loss associated with; for i € {(1,k),2,(3,k),4} Ye(t) = VBLoehs gl (0)+

is denoted byZ; and the channel magnitudé,| for i VP Lahazs(t—7)+2¢(1). 4)

{(1,%),2,(3,k),4} is modeled as Nakagami-fading, so that
|h;|? follows the gamma distribution which is denoted b
|hi|? ~ Ga(m;,6;), wherem; is the shape factor anéi is
the scale factor. For analytical analysis convenience,imvi | Yo = Hx, + z.(1), (5)
to the case of Nakagami-fading with a positive integer value

of m. The SI channel at the relay is denoted fay. Before Whereye = [ye(B+7+t—1),ye(B+7+t—2),...,ye(t)]",
any active interference cancellation, the SI channel amgi s = [#s(B+t—1),24(B+t=2),...,25(t)]", z. = [2.(B+
|ho| in the RF domain can be characterized as Rician [25]+t — 1) ze(B + 7+t —2),....z(t)]", and

In practice, the actual distribution offho| is not known

after several stages of Sl cancellation [44]. Thereforés th H = \/P;L3 o h3 oI l 0IB
paper conducts the system modeling and secrecy performance TxB
analysis conditioned on RSI power level. All the channets ar 0. 5

assumed to be super-block-fading, i.e., the channel cimsftc VP Lyhy [ }X ] (6)
remain constant, but independently vary from one superkblo b

to another super-block. Similar to the existing works [37]g the (B + 7) x B eavesdropping channel matrix.

[39], [40], [42], [45], we assume that the relay knows petrfec
channel state information (CSI) of the linksX;, — R, the
destination knows perfect CSI of the link — D, and the
eavesdropper knows perfect CSI of the lifk&, — E and  According to (2)-(3), the SINR at the relay and the signal-

With the super-block structure, the intercepted signal loan
Yewritten in a matrix form as

_|_

Ill. DERIVATION OF THE SINRS AND SNR

R — E. to-noise ratio (SNR) at the destination are respectivelemi
by
C. Cooperative Signal Processing o L PoLyge b 2 e PaLy g g |2 /02 .
In the considered FDR transmission, the length of one supet-— Plhol2+02 Yes: and  (7)
block is denoted by3 + 7, where B is the number of blocks
transmitted by the selected transmitter in each supeiktzod o PoLo|hol?
T is the processing delay at the relay [46]. Vi = — (8)

o2



where ..., = P.|hg|?/0? is the interference-to-noise ratioTheorem 1. The CDF of the SINR of the cooperative FDR
(INR) at the relay. Note that the RSI power #%|ho|? since transmission with unreliable backhauls and transmitteogo
we useh, to model the Sl channel after a series of interferen@gation is given by

cancellations. In (7), the approximation is achieved in the K

k

interference-dominated scenario which is of practicariest. F () = 1-— Z T(—1)FF! H (#)

With the above obtained, and~,, the end-to-end SINR of o P a1 \ng!(01,¢,)"

the main relaying channel is given by, = min(v,,va) mal )

[39]. Since (5) has a similar form as that of the inter-symbol Z —_ew(ad1/02) pf4n (13)

interference channels, thB eigenvalues ofH”” H can be o nl(62)"

derived as [46] Proof: See Appendix B. ]

The closed-form expression in Theorem 1 explicitly consid-

Ar(ict)t1iri = PoLs g |hg o [PTie + PrLalhal? + ers transmitter cooperation, backhaul reliability, Nedagm

2P, P, L3 - La|h} - hal cos iz (9) fading, as well as RSI, so that it provides a general form for
’ L the end-to-end SINR distribution of the main relaying chelnn
wherei € {1,2,...,n} with n € Z*, B = nr, and of the finite-sized cooperative FDR system. Moreover, tlir jo

\i; denotes the sef;, Ais1 A;}. From (9), theith impact of the considered practical system settingypp, is
1] 19 3 LR Yo 1

(i =1,2,..., B) equivalent SINR with respect to (5) can bé:haracterized. Sinoﬁygq includes RSI power level, the impact
effecti;/ealy a;:)proximated as [46] of RSI on~,.. can be readily evaluated based on (13).

To derive the PDF and CDF of., we introduce a gamma
2Lpe + Py La|ha? random variableZ, , ~ Ga(v,6,) with its PDF and CDF

Ni o a PsLyke|hs i

%= g R — , (10) given by
: . e xu—le—m/éﬂ
which makes the performance metric utilizingindependent fz,,(x) & ——— (14)
of the super-block parametefs and . In the following, we L) (0,.)"
use the definitiond; , = %, 0 & DLyl g £ and
PsL3 =03 1+ N A P.La v—1 ¢
—a 2 andfy, £ g N 5 1/ x
o o £ _ —1/9;‘ — | —
FZ/,L,V('I) - 1 € Z £| <é ) Y (15)
=0 =
A. Statistical Properties of the SINRs respectively, wherg, = 1,2 andv = 1,...,7m, with m; £

m3 = anding £ my. Since transmittek* determined by (1)
Conditioned on the RSI power level, the RY. can be js randomly selected from a particular set of transmittérs,
recognized as the largest &f products of gamma RVs andeyajuation of the statistics of the SINR of the eavesdrappin
Bernoulli random RVs. Based on the theory of the ord@hannel is only feasible by considering identical backhaul
statistics, the following proposition is provided for thE rgjiapility and identical Nakagami: fading for the channels
of .. hs.r, but non-identical Nakagamiz fading channels for the
Proposition 1. The CDF of the SINR;,. is given by TX’C - R, R = D, andR_ — [ links. Th_|s a_ssumptlon
will be relaxed to non-identical backhaul reliability andm
K k identical Nakagamin fading channels across all the links in
F, (z)=1+ Z T(-1)k H (#)e—a%ﬂ, (11) the next section. Due to different locations of the trantamst
k=1 q=1 ng!(61,¢,)" relay, and eavesdropper, we also asséine 6-.

Proposition 2. The PDF and CDF of the SINR received by

ko k . .
wherea = 91*[1 , B2 > n,, and the eavesdropper are respectively given by
=1 " a=1 ¥
2 My
K—k+1 K—k+2 K mie; —1my g —1 mag —1 f% (‘T) = (1 - Sk*)fzz,mQ (,T)—l—Sk* Z ZEH,VfZM,./ (.%') (16)
=1lv=1

=D SD SRS SHED SHD ST DIt “

fi=1 lo=l141 lp=l_141 n1=0 mn2=0 np=0 and

F,(x) = (1—=si)Fz,, (x)+
Proof: See Appendix A. N (@) ( Qk; 72, (7)
The closed-form expression in (11) is of particular inter- ~

. ) ; . ) . . * = , 17
est since it can be applied in a wide range scenarios with ok ;; porl 2, () (47
non-identical backhaul reliability, non-identical Naleagi-n L b
fading channels, and any degree of transmitter cooperatiwere“#v” IS given by

3 o? T = Th+1he —1h, Ju (s o
Moreover, since that, ;, = M the distribution of E 2 (=1)mtme #07 (1 + g — v —1)!
. . .. . S . 9 9

~ in (11) is explicitly conditioned on RS, so that the impact 1 1 v—rh1 =2
of the FDR operation ofy,. can be analytically evaluated based (Z éHU(l,M))

on the expression in Proposition 1. 07 05 (11 41—y — D17, — v)! (18)



Proof: See Appendix C. B outage event occurs [40], [47]. The secrecy outage prababil
The closed-form expressions in Proposition 2 explicitlgan be characterized as [40], [47], [48]
include the impact of the simultaneous reception from both p — PHC. <R
the transmitter and relay due to the FDR operation, while out  — r£0 s < Rs)
the backhaul reliability on the distribution of. is also = / E,  (Jepr(1+2) = 1) f5 (2)dz, (23)
characterized.
whereJ_ . £ 28,

FDR

V. SECRECYPERFORMANCEANALYSIS Theorem 2. The secrecy outage probability of a finite-sized

Based on available closed-form expressions for the CDF aggbperative FDR system with identical backhaul but non-
PDF of SINRs and SNR, this section computes the secregigntical Nakagamin fading is given by24) at the next page.
outage probability and probability of non-zero achievable o ,
secrecy rate for the finite-sized cooperative FDR systeneund Proof: Substituting éiB)land (16) Into (23), we e_xpand_the
non-identical Nakagamir fading. With respect to the randomterm (_JFDR,_ L+ Jepg @)™ "™ in the obt.amed expression using
transmitter selection from the point of view of the eaveghe bln%Om|aI f?”*l,“'a- Then, by solving the(refij)l/ted intégra
dropper, we first evaluate the secrecy performance metr{3N9 Jo ame*™ de = L((m + 1)/n)/(nalm D) [49,

with identical backhaul reliability and identical Nakagima 3-32h‘5’2]* (24) can *?; arrived. vical T Cfor o
fading for the channelss ;. However, all the other links of Theorem 2 provides an analytical framework for evalua-

the system are assumed following non-identical Nakagami-tion/deSign the secrecy outage probability of a finitegize
%operative FDR system in terms of CSI statistics, transmit

fading. Then, we derive the asymptotic secrecy performan% _ o
limits by considering non-identical backhaul reliabilignd ter cooperation, backhaul reliability, and RSI power level

non-identical Nakagamix fading across all the links in the Moreover, the closed-from expression in (24) considers tha
high SINR/SNR region the eavesdropper simultaneously receives signals froh bot

For the main relaying channel, the achievable maximum rc’Hée transmitter and_ relay, \.Nh'Ch affect, with respect
of one realization of the super-block transmission is gikign o the FDR op_era_non besides RSI. Although the secrecy
[46] outage_pr(_)babnlty is a general secrecy perfor_mance me'Frlc
the derivations for (24) are novel since we consider a prakti
Crpr =1085(1 + Yepn), (19) full-duplex system that faces RSI, unreliable backhauj an
. ) . _transmitter cooperation under Nakagamifading, which has
while the achievable maximum rate for the eavesdropping: peen investigated previously.

channel can be expressed as [40] 2) Probability of Non-Zero Achievable Secrecy Ralée

1 - ) X S
o = = log, (detTs + HHH)) probability of non-zero a:ohlevable secrecy rate is givefday
. B PHC. >0 = [ B @ @) (25)
= Hlog [T+ (00
i=1 which is evaluated as (26) at the next page. Note that

With th imati ided in (10), (20 b Frvon (@) =1—FE,__(z) can be extracted from (13).
! e approximation provided in (10), (20) can be appro 3) Asymptotic Performance with Perfect Backhauls:

imated as ) o :
Asymptotic secrecy outage probability and asymptotic prob
Ce ~ logy (1 + 7e)- (21) bility of non-zero achievable rate with perfect backhauls a
) given by the following theorem.
SinceC,,, andC. are measured at the super-block level, we

introduceC, = [C, ., — C.]T as the secrecy rate that can bd heorem 3. For perfect backhaul connections and limited RSI,
achieved by the main relaying channel with a Gaussian wiretaSymptotic secrecy outage probability and probability ofin
code for one realization of the super-block transmissidj,[4 Zero achievable secrecy rate are given by H@3) and (28)
[47]. Substituting (19) and (21) int6, = [C,, — C.]*, it at the next page. In Eq$27) and (28), we definedn, ; =
can be shown Zszl mik-

Cs = [logy (1 + o) — loga(1 +7¢)] (22) _ Proof See AppendixD. "
The closed-form expressions in Theorem 3 clearly show

_ o that the asymptotic secrecy performance limits under perfe
A. Identical Backhaul Reliability backhaul and limited RSI are determined by transmitter eoop
For identical backhaul reliability, we investigate thersay eration, Nakagamir fading, and FDR operation. Moreover,
performance next. Theorem 3 shows that the impact of full-duplex operation on
1) Secrecy Outage Probabilitytn [26], Shannon proved the asymptotic secrecy performance limits comes from not
that perfect secrecy can be achieved by using a one-time padly the simultaneous reception and transmission in the mai
if the entropy of the private key, used to encrypt the messagelaying channel, but also the simultaneous receptions fro
is larger than or equal to the entropy of the message itsdtie transmitter and relay in the eavesdropping channele Not
When the secrecy rat€’; is less than a target secrecy rat¢hat a full-duplex system with RSI, unreliable backhauld an
Ry > 0, perfect secrecy cannot be guaranteed and a secraeyismitter cooperation has not been investigated preljipu



K

k mo—1 B+n
Py = 1_ZT H< ) ZZ % Z(B—iin)(JFDn_l)ﬂﬁ_n lJZ
a=1 nq!( 915 nl(62)" = ! o
(1

k=1 n=0
— S *) (7,—|—m ) J 1 —(i41m2)
e ~(Jppr —1)(a+1/62) k 2 (JFDR + BB 4 T>
F(m2)92 2 2 02
2 T J 1\~ ()
TSk ZZH% Y <JFDRQ+&+T> . (24)
p=1v=1 92 HM
K m2—1 1
; ql_[l ng!( 91 Ly 7;) n!(62)"
1 1 —(B+n+mz)
(1— sp- )w<a+7+7>
[(1m2)0y" Oy 0o
2 D —(B+n+v)
+n+ 1 1
+50 33 B, M(Q+T+T> . (26)
—=1v—=1 o Oy 0,
Zildk (mi”k)(JFDR HTLET JepR = St S D(w4i) (0,) /T (v) -
kalfm’l K101, )" Lk - , whenmgy > mik,
2 (") (T~ D)2 LS ST S, T (v4) (8,) /T () whenms < i
P = - B ma!(02)™2 o ) 2 1,k> 27)
- 56" (M) Uppn =0 R ST S0 S D) (0)' /T (W)
[1/ ) ma k(01 5) Lok o

_,’_27;20 ("2)Jppr =12 7" Topr Lt S B T(v+i)(0,)°/T(v) whenmgy = My k.

mzl(ez)wu ’

1 Zi= Sty S D (vt 1) (8) ™1k /T (v)
VHk:l my, ! (01,,)" Lk ’
; o E vt ) (8,) 70k /T (v

. 1— D=1 2= HMYUFE(;):;)(QM) BTN )7 whenms < 7 1, -

Pr*(C, > 0) = " m2iva 5\ ’
i ) |- T Eoh Eu,umﬁu,k)(m Lk /T (v) (28)

Hk 1m0, )T

X U B D(vAma ) (0,) ™ /T (v)
m2|(92)m2 Ll

whenmsy > my i,

whenmg = mq k.

and thus the results in Theorem 3 provide novel insight intoevitable limits on the secrecy outage probability andbaro
the joint impact of the practical system setting on the asymbpility of non-zero achievable secrecy rate, which are gibgn
totic secrecy performance limits. According to the resolts the following theorem.

Theorem 3, the secrecy diversity gain can be defined as Theorem 4. At a fixed received SINR at the eavesdropper

and with well suppressed Sl at the FDR node, an asymptotic
secrecy outage probability limit and an asymptotic limittoe
robability of non-zero achievable secrecy rate are retipety

K

D = min (Zk_l mik, m2>, (29)

which indicates that the diversity gain is mainly determine”’

by the shape factor of the Nakagami-fading, whereas given by
transmitter cooperation does not affect the secrecy diyers K
gain. Pgi=1](—s) and (30)
k=1
B. Asymptotic Analysis with Non-ldentical Backhaul Reliab K
ity and Nakagamin Fading Pr*(Cs > 0) =1— JJ(1 = sp). (31)
With well suppressed Sl at the FDR node and fixed received k=1

SINR at the eavesdropper, unreliable backhauls resultén th  Proof: See Appendix E. |



Theorem 4 shows that asymptotic limits on the secrecy olRroposition 3. The CDF of the SNRy, of the finite-sized
age probability and probability of non-zero achievableseg cooperative HDR system is given by
rate are exclusively determined by a set of backhaul rdiigbi

levels, {s\}, which provides new insight into the considered K N s, e p
full-duplex system. For a special case of the identical back £~ () =1+ > T(-1) H ey e a7, (38)
reliability s, = s, Vk, asymptotic limits can be written as k=1 g=1 \ """ \VLLg

Pest = (1 - 9K and Pe>5(Cy > 0) = 1 — (1 — s)¥.

out

k k
Furthermore, we havé.,” — 0 and P*5(Cs > 0) = 1 whered, , £ LLLplik 5 2 S~ 4ol 32 S and
, o 1 ’ 3
q=1

as s — 1. According to Theorem 4, as backhaul reliability g=1 1
increases, a lower secrecy outage occurs. For non-pegekt b
haul connections, Theorem 4 also shows tHaiC; > 0) = 1 K—k+1 K—k+2 K mie—lmie—1 mig —1

cannot be achieved. T Z Z Z Z Z Z . (39)

=1 lo=l1+1 Lp=lp_1+1 n1=0 no=0 nr=0
V. FINITE-SIZED COOPERATIVEHDR SYSTEM

. . L Proof: (38) can be derived by following the similar
In this section, the secrecy performance of a finite-sized . .
. . h . rocedures as those in Appendix A. ]
cooperative HDR system is derived as a baseline for compar-

ison with the FDR system. A block diagram of a finite-sized BY ¢omparing (11) and (38), it can be shown that the CDF
cooperative HDR system can also be represented by Fig.2L )~ Of the HDR system has the same form as that of the
except that the source and relay transmit in two orthogor{:aqjR syst-em, eXAcemlv’“. in the place oft, . (note thata
time phases, so that the HDR node does not have an!Bftermined by, ;). Sincey, of the HDR system has the
channel. At thetth block, the received signal at the relay and@me form as that of the FDR system, the CDFygf,, can
eavesdropper can be respectively expressed as be similarly derived as

yr(t) = /Pl b1 Le-xs(t) + 2-(t) and K . k 50,
W) = VPEhselen @4z, @) Pud@ = 1720V (nq!(é1 mnq)
wherek* is given by (1). At the(t + 1)th block, the received ma7l o
signal at the destination and eavesdropper can be resplgctiv Z ﬁe’”(a“/ O2) phitm, (40)
expressed as o n'(62)
ya(t +1) =/ PrLohows(t) + za(t +1) and The secrecy outage probability of the finite-sized coopera-
Yt +1) = /P.Lyhgwy(t) + zo(t +1). (33) tive HDR system can be expressed as
The end-tp—end SNR of the main relaying channel is given by Poi = Pr(C, <R,)
Vapr = Min(y,,va), Where 0o
p L Pyl g | By ger 2 = / F’YHDR(JHDR (1 + I) - l)f’Ye (x)da:, (41)
’YT - ;_2 . (34)
and~, is given by (8). The achievable maximum rate of thwhere J,,, = 22f-. Similarly to (24), the secrecy outage
main relaying channel can be expressed as probability can bek derived as (42) at the next page. In (42),
1 we defineda £ Zq:l Hf_jq. Compared to the secrecy outage
Cypr = 3 logs (1 4+ Yupr ) (35) probability of the FDR systempP,,; of (42) has the same

: form as that of (24) except the replacement{6f x, J... }
where the pre-factor is resulted from HDR transmission.,, . 5 : 01,1
with {07 1, J, . Since %&£ = , (24) and (42) show
On the other hand, the eavesdropper receives the addta {1 Juor ) B Tnst (24) (42) o
that {V.q:, Jeor> Juon | @re the key parameters resulting in

twice, from the selected transmitter at tttb block and the the different Secrecy outage performances between the FDR
[ t the(t + 1)th block, tively. B ing th . .
relay at the(t + 1) OCK, TESPEClively. By assuming e d HDR systems. Since RSI can hardly be eliminated to

eavesdropper can intelligently combine the received $ig e 1l havd A " Th

during two blocks [40], the achievable maximum rate of tht € nf?'si f%rélwe tﬁv Lk < 17kt n pracblcsl.llt us, t

eavesdropping channel can be expressed as € efiect o on the secrecy outage probability canno
be ignored. Furthermore, we havg, . < J,,. due to

Cmor 110 14 Py L3 g | hg e [P T n P Ly|hy|? FDR/HDR transmission, which also affects the correspamdin
¢ 9 82 o? o? secrecy outage probability.
1 For both the FDR and HDR systems, we know from (23)
2 logy (1 +7¢), (36) and (41) thatP,,; = 1 for sufficiently large value ofR,. In

where~, is given by (10). Substituting (35) and (36) into thesontrast, when the secrecy rafe becomes extremely small
secrecy capacitg’, = [C,,,, — CiPR]*, it can be shown (Rs > 0), we have the following proposition.

) Proposition 4. As R, approaches 0, the secrecy outage

_ 1 +
Cs = 5 [loga(1 + Yupr) —loga(1 +7¢)]" - (37 probability of a finite-sized cooperative FDR/HDR system



K

kt1 : St, 1 E g Bn—i 7i
Pout - 1-— ZT(—l) ql;[l (7) Z n|(0~2)n ; < i >(']HDR - 1) JHDR,
)| (

k=1 ng!(01,e,)" /) =5
1 — s )D(i + 172)

—(Jypr —1(a+1/0s 5
T (172)00"

e

J 1 —(i+ma2)

(JHDR& + PR 4 T)
0 0
2 My .
(

r z—i—l/)( o, 1\ )
+5 Eo—| J, a+@+u—) .
k ZZ s F(V)Z HDR 0 eu

p=1v=1 2

(42)

with perfect backhaul but non-identical Nakagamifading the finite-sized cooperative HDR system with perfect back-

is given by haul connections are given by (27) and (28), respectively,
X . with substitutions of.J,., = Jy., and 6y, = 61 into
P = 1-— Z T(—1)k+ H ( 71 ) the corre_sponding expressions, re_sp_ectively. Conselgutifrﬁ_ .
P 1 ng!(01,e,)" asymptotic secrecy performance limits achieved by theefinit

m2—1 2 7:’/74/1 —_—

sized cooperative HDR system are explicitly determined as
!

22 22 iy ]

n=0 u=1v=1 ™ P =1 —s) and (46)
T 1 1 —(B+n+v) k=1
M(a+7+r) (43)
L(v)oy O 0, K
_ ~ _ - Pref(CIPR > 0) =1 — 1—sg), 47
wheret), o, = 61, for the FDR systemt, ,, = 6, ,, for the (G ) kl;[l( k) (47)
ko
HDR system, and = " 60, . which have the same forms as those of the FDR system.
=1 "
Proof: For the HDR system,/,,,, approaches 1 ag, V1. SIMULATION RESULTS

approaches 0. By substituting. = 1, J,,, = 1, (16), and

: . o This section presents simulation results of the secrec
(40) into (41), we arrive at (43). Similarly, we prove the e€as P 4

performance for the cooperative FDR system as well as the
for the FDR system. . HDR counterpart. The link-level Monte Carlo simulations fo
Proposition 4 shows that the FDR/HDR transmlss_qup]e secrecy outage probability and probability of non-zero
(Jron/Jupe) Nas no effect on the secrecy outgge prOl:)"j‘b'mé(chievable secrecy rate are performed with the end-to-end
when &, becpmes _extremely small, whiloy, is a_ffected SINR obtained from random channel realizations for all the
by Nakagamim fading. For the FDR SyStemiou; IS also links, while the analytical,,; andPr(C, > 0) are evaluated
aff_ected by t_he RSI power level. If RS| is eliminated to th?or the FDR and HDR systems according to the expressions
noise floor, i.e..y,, = 0 dB, we haved, ; = 01k ThUS, 5 gection Iv and V, respectively. For notational conveuign

Proposition 4 indicates that the FDR aqd HDR systems aChieé’r‘i"alytical secrecy performance metrics with perfect baakh
the sameP,,; with a small value ofR, given that RSl is well are denoted by>>2, and P>(C, > 0), while the asymptotic

suppresseq._ ) ) _.secrecy performance limits with unreliable backhauls ae d
For the finite-sized cooperative HDR system, the probablhhoted by P*>X and PoK(C, > 0). In the simulations, we

. out
of non-zero achievable secrecy rate can be expressed as gotp 90 7 — 1, P, — \..P,, and consider the following

R scenarios to highlight the impact of key design parametérs o
Pr(Cs > 0) = /0 Fraon (@) fr. (2)da, (44) the cooperative FDR system on the secrecy performance:
where £, (x) £ 1 - F, _ («). Similarly to (26), the f;:”glg ;{:1021 me = 2 mag = AL 1} ma = 2
probability of non-zero achievable secrecy rate of thedinit . S m1. k' :’ (2 ?;}' -
sized cooperative HDR system can be evaluated as (45) at sp = 0.09 X :’ 01
the next page. Note that (45) has the same form as that of . " _ {TQ 3,3}, ma2 =2,m3 ={2,2,2},my =1
(26) except the replacement &f , with 6, ;. Thus, the FDR 5 ': 6’9 :’ O’ 1 ' B e '
and HDR systems achieve the same probability of non-zero Sk_ X = B - -

. . . ° 4.m1_k—{1,3,3},m2—2,m3k—{1,2 1},m4—2,
achievable secrecy rate only if RSI can be eliminated to the s = {0_9 0.95,0.97} OF s), = {’0 8,0.85,0.87}, y» =
noise floor, i.e.,.0; x = 601 . Sincef; < 6, in practice 1 ’ T o AT
while RSI always deteriorates tHEX;, — R link quality, it o
expects that the HDR system will achieve a highefC; > 0) _ o
than that of the FDR system. A. ldentical Backhaul Reliability

Moreover, asymptotic secrecy outage probability and In Fig. 2, we verify the accuracy of the secrecy outage
asymptotic probability of non-zero achievable secrecg it probability analysis for scenario, Swhere we seP; /o2 = 40

21 msk = {212}! my = 11



m2—1 1

K
r(C, = T(—1)k+! _
Pr(Cs > 0) ; H <nq 91[ )na ) 7;0 nl(6y)"

—(B+n+ma2)
(1— sk*)w<&+ i + i)
F(m2)6‘2 2 92 6‘2
2 Ty —(B+n+v)
+n+ 1 1
T B S | (45)
n=1v=1 )9u 02 9u

G =G =O= 0= 9 =¢

—o— AnHDR k=1 |¥
— = An: HDR K =2
— B —Au FDR K =1
An: FDR, K =2
< Sim HDR, K =2
%  Sim: FDR, K =2
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% FDR, K =2
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— . — . An: HDR, K =2
—&— An: FDR, K =1
An: FDR, K =2
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%  Sim: FDR, K =2
K FDR, K =1 |}
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Fig. 2. Secrecy outage probability versis at a fixed received SINR at the
eavesdropper. Fig. 3. Secrecy outage probability versus INR at a fixed veceiSINR at

the eavesdropper.

dB and~,,, = 8 dB. As transmitter cooperation increases,

Fig. 2 shows that both the secrecy outage probabilities 9f  decreases, the secrecy outage probability for the FDR
the FDR and HDR systems decrease. In the middle and lakggtem approacheggjtK With increasingy,,, the secrecy
target secrecy rate region, the FDR system achieves a lawepatage probability of the FDR system also increases and
equal secrecy outage probability compared to that of the HRgproaches”:s, in the large~,., region. As such, we can
system Independent of other parameters, it can be seen thagsify the operating region into two sub-regions basethen
PK is exclusively determined by backhaul reliability, =  value of 1.¢,. In the smally, ., sub-region, we havé, ; ~

0.9. Asf; ;. — oo andfl, — oo, the secrecy outage probabilityg, ,, while (24) and (42) show that/, ., J.... } are the key
limits can be evaluated al‘?{,”tK =0.1 and P2 = 0.01 for  parameters resulting in differe, ;s for the FDR and HDR
K = 1 and K = 2, respectively. When the target secrecgystems. Thus, the secrecy outage probability in the small
rate is small, Fig. 2 shows that,,, approaches the limits v__ sub-region is dominated by HDR/FDR transmission, i.e.,
P2 for both the FDR and HDR systems, as determined lfy7, ., J,. }. In contrast, the secrecy outage probability in
(30) and (46). Moreover, as transmitter cooperation irs#sa the large~,., sub-region is dominated by RSI. Fig. 3 also
a larger performance improvement can be achieved by therifies that the secrecy outage probability limit is exiely
FDR system when it is not dominated by backhaul reliabilitgetermined by backhaul reliability given thét, — oo and
With increasing the target secrecy rafe,,, becomes large g, — oo. Note thatf, ;, — oo indicates that RSI needs be
for both the FDR and HDR systems. As the target secregfectively eliminated to achievé@’s:’. Furthermore, Fig. 3

out

rate increasesly: approaches’y. In contrast, when the verifies that the FDR and HDR systems achieve the same
target secrecy rate decreases to an extremely small valye, P25 |nterestingly, we observe that there is a gap between
2 shows that the FDR and HDR achieves the sdiffg given P‘ls K and P, for the HDR system, which |nd|cates that
that RSI is well suppressed;(, = & dB in this case), as the P »ut Of the HDR system cannot appro K with the
indicated by Proposition 4. consideredP, /0% (P,/o? = 40 dB in this case) In contrast,

In Fig. 3, we investigate the impact of RSI on the secredyig. 3 also shows that the,,; of the HDR system approaches
outage probability for scenario 1, where we #&t/o2 = 40 P*%" in the small~,., region, which is beneficial from
dB and R, = 3 bps/Hz. In the smalty, region ¢, < 10 FDR transmission rather than HDR transmission. This will be
dB), the FDR system achieves a lower secrecy outage prdirther explained in the following Fig. 4. As,., decreases,
ability than that of the HDR system. Therefore, less frequeRig. 3 shows thaPss, for K = 2 reaches a floor, which is the

out

secrecy outages happen only when RSI is relatively small. 8sallest secrecy outage probability that can be achievéd wi
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the givenP,/o2. However, forK = 1, the smallest secrecy 10
outage probability achieved b§Ss, only occurs fory,,, =0

dB. This phenomenon shows that transmitter cooperation can
alleviate the burden of Sl cancellation for the FDR system to
achieve the allowable smallest secrecy outage probability

10° T —

& 5
> 10" &=
107t S 4 —8— HDR, s, = 0.99 * NN *
X s[ | — % —HDR, s, =1 \ Sx
~ 107 oy = 15 dB, s, = 0.99 &‘\ v N
107 = © = =0= =G = BR= =O= 8= . AN
. . N
-3| [—&— Aw HDR K =1 w0 ; 5B %\ ]
610 El..7 . An HDR K =2 3 s PO - &\
3 — B —An: FDR K =1 . 107 | ! ! . . )
A 104 An: FDR, K =2 ‘q... 20 25 30 35 40 45 50 55
|l < SimHDR k=2 |0 BN D BT Py/a* (dB)
Yo Sim: FDR, K =2 :
- —sfe— P FDR K =1
107% | —o— ra. FOR, =2 3 Fig. 5. ComparingP,.: between FDR and HDR systems at a fixed received
igi 21 SINR at the eavesdropper.
10°¢ ’
HDR, K =1
5 HDR, K =2
107

. x%® ;5/02 (dg‘; s %0 % the unreliable and perfect backhauls, the FDR (HDR) system
‘ achieves the same secrecy outage probability in the small an

Fig. 4. Secrecy outage probability versBs/o? at a fixed received SINR at middle P, /o2 regions.
the eavesdropper.

The secrecy outage probability versis/o? for scenario
2 is depicted in Fig. 4, where we set,, = 8 dB and
R = 3 bps/Hz. The curves in Fig. 4 show that transmitter
cooperation ¥ = 1 or 2) has no effect on the secrecy
diversity gain, which verifies the correctness of Theorem 3.
Furthermore, it can be verified that the outage diversityr gai
is D = min (Y4, m1,m2) = 2 by measuring the slope
on a log-log plot. In the wholeP,/s? region, it can be
seen that the FDR system achieves a lower or equal secrec
outage probability compared to that of the HDR system. With
s, = 0.99 in scenario 2, Fig. 4 shows th&“5" = 0.01 and
PK — 0.0001 for K = 1 and K = 2, respectively. With L . - = = n o
increasingP; /o2, the secrecy outage probabilities for both the Yuy (AB)
FDR and HDR systems decrease and finally apprda“gsgf{,
while the FDR system approach® S{K with a smallerPS/02 Fig. 6. Pr(Cs > 0) versus INR at a fixed received SINR at the eavesdropper.
than that of the HDR system. Morover, in the loif /o>
region, the secrecy outage probabilities of the FDR and HDRFig. 6 shows the impact of RSI on the probability of non-
systems with unreliable backhauls respectively approheh zero achievable secrecy rate for scenarip 8here we set
corresponding asymptotic limits with perfect backhauls. P, /02 = 40 dB. With increasing number of transmitters, the

In Fig. 5, we compare the secrecy outage probabilities berobability of non-zero achievable secrecy rate incredses
tween the FDR and HDR systems for scenarion@h K = 2. to the increased received power at the relay. The probabilit
Under unreliable backhaul witk;, = 0.99, Fig. 5 shows of non-zero achievable secrecy rate decreases with inogeas
that the secrecy outage probabilities of the FDR and HDRSI. In the low 7, region, the probability of non-zero
systems approach the same asymptotic Iiﬁjing = 10~* achievable secrecy rate approaches the correspondirgcgecr
with increasingP;/o2. In contrast to the case of unreliabldimit, which is mainly determined by backhaul reliabilifye.,
backhaul, the secrecy outage probability decreases with X (C,) = 1 — (1 — s5)¥ with transmitter cooperatioi’
creasingPs/a? under perfect backhaul for both the FDR andnd the backhaul reliability;. Moreover, Fig. 6 shows that
HDR systems. When,,, = 5 dB, the FDR system achieves awith perfect backhaul reliability, the probability of naero
lower secrecy outage probability than that of the HDR systeathievable secrecy rate equals to 1 in the fgw, region.
throughout the considered, /o2 region. Wheny,,., = 15 dB, In Fig. 7, we investigate the probability of non-zero achiev
the FDR system achieves a lower secrecy outage probabilifyle secrecy rate versug,/o? for scenario $, where we
than that of the HDR system in the higR,/o? region. set,. = 8 dB. Interestingly, the probability of non-zero
However, the FDR system with,,, = 15 dB achieves a achievable secrecy rate of the HDR system is higher than that
higher secrecy outage probability than that of the HDR systeof the FDR system in the low and middIB, /o2 regions,
in the small and middle?, /% regions. Moreover, for both as expected by (45). Furthermore, both the FDR and HDR
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N = — e B. Non-Ildentical Backhaul Reliability
10° —
B/_/
0.8 E‘/ﬁ
R
= _.a ;7
A -1
) 10 = R R g A
5 0.7 47
e An: HDR, K =1 ;7
A~ An: HDR, K =2 D/F
£ —f8— An: FDR, K =1 ] )
0.6¢ FDR, K =2 B //*
K =2 2107 got
DR, K =2 ~ _ /
0.5 ,V’ ), FDR & HDR, K =1 4 ' *7- ‘‘‘‘‘‘‘‘‘‘‘‘‘ —0O-— - HDR, 1\: =1
5 = = = P/K(C, > 0), FDR & HDR, K =2 ) —O—HDR K =2
| —¥— P>®(C,>0),FDR, K =1 / Jﬁ'— HDR, I\v::z
r s - /» —E—FDRAval
0.4 L L L L L 10 "¢ —6— FDR, K =2
10 15 20 25 30 35 40 * A FDR K =3
P,/o? (dB) , 4 = = = P"%" FDR & HDR, K =1
,FDR & HDR, K =2
. . . TR o e Pek K =3
Fig. 7. Pr(Cs > 0) versus Ps/o? at a fixed received SINR at the 107 . . . . .
eavesdropper. 1 2 3 4 5 6 7 8 9 10 11

Target secrecy rate (bps/Hz)

Fig. 9. Secrecy outage probability vershs at a fixed received SINR at the
. . . eavesdropper.
systems achieves a lower probability of non-zero achievabl

secrecy rate thak?s* in the low and middleP; /o2 regions.

With increasingP, /o2, the probability of non-zero achievable For scenario $with s, = {0.9,0.95,0.97}, the empirical
secrecy rate approachﬁssaK, which is main|y determined by secrecy outage probability and its asymptotic limit for non
sr and K. With perfect backhaul reliability, Fig. 7 also showddentical backhaul reliability and non-identical Nakagam
that P>°(C, > 0) approaches 1 in the higR, /o> region. fading are depicted in Fig. 9, where we sBt/o® = 40
dB and~,,, = 5 dB. From Theorem 4, the limit of secrecy
outage probability is given by®s* = Hszl(l — sk), which

ut

is evaluated ad.0 x 1071, 5 x 1072, and 1.5 x 10~* for
005l K =1, K = 2, and K = 3, respectively. Fig. 9 verifies
that the empirical secrecy outage probabilities of both the
0s0l FDR and HDR systems approadh.>;’. Fig. 9 also shows
= that increasing transmitter cooperation results in deinga
" ossk — | empirical secrecy outage probability.
%’ O - FDR, w::il)dB si:l
A~ —— FDR, 9, = 10 dB, s = 0.9
0.80F WV FDR, 7, =10dB, s, =1
075
HDR, s = 0.9
... . HDR, sy =1
0.70 . . . . :
10 15 20 25 30 35 40

P./o* (dB)

Fig. 8. ComparingPr(Cs > 0) between FDR and HDR systems at a fixed
received SINR at the eavesdropper.

In Fig. 8, we compare the probabilities of non-zero achiev-
able secrecy rate between the FDR and HDR sytems for o
scenario $ with K = 2. Fig. 8 shows that the probability 107 : : . . .

i . i i 15 20 25 30 35 40 45 50
achieved with perfect backhaus,( = 1) is higher than that P./o? (dB)
of the unreliable backhaukf{ = 0.9), while the HDR system
always achieves a highﬂr(C > 0) that of the EDR system Fig. 10. Secrecy outage probability versBs/o? at a fixed received SINR

. . ¥ . at the eavesdropper.

suffering from RSI. With decreasing RSI from,, = 15 dB
to 7., = b dB, Fig. 8 shows that thé&r(Cs, > 0) gap
between the FDR and HDR systems also decreases. Whem Fig. 10, we investigate empirical secrecy outage prob-
RSI is completely cancelledy(,, = 0), the FDR system ability versusP,/c? for the same scenario as that in Fig.
achieves the samBr(Cs; > 0) values as those of the HDR9. We sety,,, = 5 dB and Ry = 3 bps/Hz in Fig. 10.
system. With increasingP; /o2, Pr(Cs > 0) approaches The curves in Fig. 10 show that the empirical secrecy outage
the asymptotic limit, which is exclusively determined by thprobability of the HDR system is higher than that of the
backhaul reliability, e.9.P**% (C, > 0) = 0.99 for s, = 0.9. FDR system in the considerd@ /o region. With increasing

X FDR & HDR, K =1

X, FDR & HDR, K =2

o PEE CFDR & HDR, K =3 | vovvviii i R
T




12

P, /o?, the empirical secrecy outage probability decreases antiere X £ %W. Since that X;;, ~
as, K v -
finally approaches’; ;™ . Ga(my x,01.1), one particular RVI; X ; in (A.1) has the
following PDF
1r _
‘‘‘‘‘ spxmik—le=a/01
Jioxiw (@) = (1= s,)d(z) + = (A.2)
09}, e L(ma g ) (01,) ™0+
and CDF
%\?0.8 -------------- z
5 Fuox@) = [ fux )y
507 —vggu HD)ILI\ 1 0 B
) :n-ﬁbiiﬁ 3 Skr(ml ks I/ol k)
FDR, K =1 - 1 - = = A.3
; E e Hm) o
06F (=1 . . .
e After some mathematical manipulations, the CDF+pfcan
xro Fr+¥(C. > 0) FOR & HOR, K =3 be expressed as
0'512 14 16 18 20 22 24 26 28 30 32 34
P,/o? (dB) K
F’YT (‘T) = H Fhkxl,k(x)
Fig. 11. Pr(Cs > 0) versus Ps/o? at a fixed received SINR at the k1
eavesdropper. K -
_ H <1 _ Skr(ml,k,$/91,k)>
For scenario $with s, = {0.8,0.85,0.87}, Fig. 11 plots k=1 L(max)
the probability of the non-zero achievable secrecy ratén wit K K—ktl K—k+2 K
non-identical backhaul and non-identical Nakagamiading, = 1+Z Z Z Z (-1)*
where we sety,,, = 5 dB. From Theorem 4, the asymptotic k=1 =1 fLr=bOt1 Gp=lr-1+]1
limit on the probability of the non-zero achievable secrecy b se,I'(ma ,I/91e )
rate is Pro*(Cror > 0) = 1 — [[r_,(1 — sz), which is H( mql ) ) (A.4)

exclusively determined by backhaul reliability. The catreess

of this expression is readily verified by Fig. 11. By assuming the shape facton, ;, a positive integer and

substituting the series expansion of the upper gamma famcti
. CONCLUSION [49, eq. 8.353/2] into (A.4), we have (A.5) at the next page.

This paper has mves'ugated the impact of unreliable badk- (A-5), the summation over all combinations of links and
hauls on the secrecy performance of a finite-sized cooperatpn@Pe factors is defined as

FDR system. The secrecy outage probability and probability ., x ;.- My —1mey—1 mie,—1
of non-zero achievable secrecy rate have been derived n_ A6
closed-form for both the FDR and HDR systems. It has EIZI z2ze;+1 zk_;lﬂ mzjo nzz_:o nkzjo A9
been shown that the secrecy performance of the FDR sys-
tem is jointly affected by Nakagami: fading, transmitter
cooperation backhaul reliability, and RSI. Due to fullptiex

probab|I|ty and a lower probability of non-zero achievable

APPENDIX B: DERIVATION OF THEOREM 1

secrecy rate than those of the HDR system. Further, it has bee [y oz p
shown that, with decreasing target secrecy rate, the gecrgar =1- ZT H < 9 >e x
outage probability of the FDR system converges to that of na (01

the HDR system, while the probability of non-zero achieeabl =1- le (B.1)

secrecy rate of the FDR system decreases with increasing Rs’h

ere
In achieving the allowable smallest secrecy outage prdibabi
transmitter cooperation can effectively alleviate the daur N K i
of Sl cancellation for the FDR system. Moreover, both the J1 = ZT( " H (
FDR and HDR systems approach the same asymptotic secrecy k=1 =
performance limits, which are exclusively determined by u
reliable backhauls.

>e_‘m:17'8. (B.2)
nq 91[
Sinceyy ~ Ga(ma, ), 1 — E,,(x) is given by

. mgfl 1

- (i)" (B.3)

n!\g,

APPENDIXA: DERIVATION OF PROPOSITION1 1-F, (z)= e /02 Z

Based on (7), the R, can be rewritten as
Substituting (B.1) and (B.3) i”tFwFDR =1-(1-F,, (z))(1—-
Yr = k_maxK(HkXLk), (A1) F,,(z)), we have (13).
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mly@ —1

SRERETS Sl 5D SHID SETT0 | P R Rp | [ oy

k=1 €1=1 fo=f1+1 €p=Lp_1+1 =1

_iL an

K
1+ T(-1) H(n G )e a=1 "1.tq ga=1 (A.5)
k=1 = a!(b,

APPENDIXC: DERIVATION OF PROPOSITIONZ2 APPENDIX E: DERIVATION OF THEOREMb5

For the asymptotic limits of the CDF of,, ., we first derive
the asymptotic CDFs of, and~,, respectively. Assuming that
Sl has been well suppressed, the asymptotic CD¥;. @fi (11)
asf, , — oo becomes

The SINR . can be rewritten as, £ Y; + Y5, where
Y £ Psﬁg,k*|h3,k*|]lk*/02 a.ndeg £ PT£4|h4|2/0'2. The RV
Y7 has the following PDF

’r\ﬁ,lfl 7y/é1 K N
Sk Y e spl'(ma g, /01 1)
Pal) = (= s)o) + EL_ L e Po@) = T (1- 2t
L(ma)(61)™ i kl;[l INGOWY
K
and the CDF ~ H(l — ) (E.1)
s D(m,y/0) o _
Fi(y)=1- L(mmy) (C.2) sincel’(m1 x, /01 k) — T'(my,x) aséy x — oo. Furthermore,
the asymptotic CDF ofy; asf, — oo is given by
SinceY; ~ Ga(rhs, 05), its PDF can be expressed s () = _malg s\
£2y., (y)- Then, the PDF of.. can be evaluated as (C.3) at the Fo(z) = 1-e /% %" i <~—)
next page. In (C.3)@ can be interpreted as the PDF of the sum o ©\b2
of two independent gamma random variables, which can be 1 [z me £
evaluated by applying the results of Theorem 1 and Corollary T oma!\ 4, ‘ (E-2)
1 of [50]. Then, we arrive at (16) and (17), respectively. Therefore, the asymptotic limit of (13) is given by
F"YFDR () = B, (2)+F,(2)+ F, (2)F,(z)
APPENDIXD: DERIVATION OF THEOREM 4 K
N = JJa-sn (E.3)
If the FDR node suppresses Sl well, we can asséme— 1

oo in the high SNR region. Aélyk — o0, the asymptotic CDF

of ~, with perfect backhauls = 1) can be expressed as since F,, (z) decays faster tham, (z) ast; x, 6, — oo.

For f,.(z) = fy, (), the asymptotic limit a®,, — oo is

. K ( /é ) given by
FGT],IC%OO(:E) _ 1— Yk, /01k -
” H () Fuo) = 0 —smim
K o, kel ‘ I'(m )(92) 2
it Sy (e 2 o :
P 0\ by o =" 6T (E.4)
) Mg p=1lrv=1 M
~ H (D.1) Applying (E.3) and (E.4) to the derivation of the secrecy
o1 MK 01 k ' ' outage probability results in
as o > R _
The asymptotic CDF ofyd as §, — oo is given by Pout = /0 By @7+ 2) = D f5 (2)d
F‘)?—“’O(x) ~ m%, (é) . Then, the asymptotic expression K
for £, = as 01 — oo andf, — oo can be expressed - kl_[(l ~ Sk) (E.5)
=1
as (D.2) at the next page, whefe, , = _,mi. With -
perfect backhaul s, = 1), 7. becomesztkhe1 sam of two >NC€ f%_(x) deca)_/§ faster thar, (x). Slml!arly, -the
independent gamma random variables. Applying (D.2) ar;f\&ymptotlc probability of non-zero secrecy rate is deriged
(16) with s, = 1 to (23), the asymptotic secrecy outage Pr(C. > 0) — 1—/OOF d
probability is derived as in (27). Similarly, by substitui HCs > 0) eon (0) 7. () da

(D.2) and (16) withs;, = 1 into (25) and solving the resulting
integral, the asymptotic probability of non-zero secremeris = 1- H(l — S)- (E.6)
derived in (28). k=1
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fro(@) / " ) (e — y)dy

x sk*yml_le_y/él
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