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DINI: data imputation using neural
inversion for edge applications

Shikhar Tuli* & Niraj K. Jha

The edge computing paradigm has recently drawn significant attention from industry and academia.
Due to the advantages in quality-of-service metrics, namely, latency, bandwidth, energy efficiency,
privacy, and security, deploying artificial intelligence (Al) models at the network edge has attracted
widespread interest. Edge-Al has seen applications in diverse domains that involve large amounts of
data. However, poor dataset quality plagues this compute regime owing to numerous data corruption
sources, including missing data. As such systems are increasingly being deployed in mission-critical
applications, mitigating the effects of corrupted data becomes important. In this work, we propose a
strategy based on data imputation using neural inversion, DINI. It trains a surrogate model and runs
data imputation in an interleaved fashion. Unlike previous works, DINI is a model-agnostic framework
applicable to diverse deep learning architectures. DINI outperforms state-of-the-art methods by at
least 10.7% in average imputation error. Applying DINI to mission-critical applications can increase
prediction accuracy to up to 99% (F1 score of 0.99), resulting in significant gains compared to baseline
methods.

In the past decade, the Internet-of-Things (IoT) paradigm has seen an explosion in its adoption by businesses
across continents and industries'. The number of IoT devices worldwide is forecast to almost triple from 9.7 bil-
lion in 2020 to more than 29 billion in 20302. This burgeoning success has been made possible by the increasingly
affordable and accessible low-power compute platforms. These platforms have fueled the growth of edge-AlI,
bringing computationally-expensive AI methods to the network edge*=. A major driving force behind training/
inference of deep neural network (DNN) models on the network edge is the advantages they provide in latency,
bandwidth, energy efficiency, privacy, and security, relative to traditional cloud-based approaches®. The edge
computing paradigm primarily requires collecting data from various sensors. Cyber-physical systems (CPS)
also involve sending actuation signals to multiple devices in a physical environment. Other applications, where
edge computing has made significant strides, include smart healthcare’, nuclear power plants®, smart grids®,
and autonomous vehicles'’, to name a few. However, corrupted sensor data or partially-procured/missing data
plague these applications. Recently, DNN-based approaches have shown promise in effectively imputing missing
data!'. However, as we show in this work, even state-of-the-art DNN-based methods become ineffective when
edge-specific corruptions are present (e.g., where output labels may be missing even when all input feature
values are available, or when some feature values may be missing). We propose a novel interleaved training-
and-imputation approach, leveraging a DNN-based surrogate model to reliably impute the corrupted data (this
includes missing data). We also propose unconventional methods to mimic data corruption, going beyond
traditional techniques, to be more in accordance with corrupted data found in edge applications. We show that
our imputation framework outperforms baseline methods on corrupted data synthesized through traditional
and proposed corruption techniques.

Challenges. Imputing corrupted/missing data is a challenging problem (we use the words corrupted and
missing synonymously in this article; not-a-number, or NaN, values are often used to report missing data in the
literature, and in the context of edge applications, we assume that which data are corrupted is known a priori
through signal processing or other methods!!). Missing data may be out-of-distribution relative to observed
data, making it hard to predict the missing values'?. This calls for generalizable models that can reliably impute
the missing data. The imputation algorithm should be able to learn the underlying data-generation process
(thus forming a surrogate model for this process) to effectively predict what data would be observed if they were
not missing. Traditional methods typically implement interpolations on observed data'*'*. Recent DNN-based
approaches have shown substantial gains, but are restricted to either input feature imputation or output label
prediction, limiting them to only specific scenarios!>!°. In multi-input/multi-output regression datasets, it is
possible that both the input and output features are corrupted, and thus only partially available. In this context,
we need to impute not only the input but also the output features.
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Figure 1. DNN-based data imputation and surrogate modeling framework of DINI. Example (a) input and (b)
output tabular data. Supported surrogate models: (c) FCNN-based and (d) Transformer-based for time-series
data. (e) High-level schematic of the DINT pipeline.

Motivation. Corrupted data are commonplace in edge applications. Data can get corrupted in a variety of
ways. In a distributed compute setting, network congestion can cause some data to reach late, resulting in some
data becoming stale. Sensors may die due to a multitude of reasons—malfunctioning hardware, intermittent
power supply, and even human-in-the-loop accidents'. Sensors and other edge devices are also prone to security
attacks that may cause parts of the network to shut down or transmit malicious or corrupted data. Mission-
critical edge deployments exacerbate this problem, where data corruption could hamper operation. Consider
the following examples.

The first example is a chemical plant. There have been more than 50,000 reported hazardous chemical inci-
dents in the last decade in the USA". In chemical plants, where the formation of combustible gases is highly
likely, it is important to quickly and reliably detect the appearance of such gases so that relevant action can be
taken to alleviate their ill effects. For this application, we use the ‘Gas” dataset'®, which involves a mixture of
different gases. The second example is a water distribution system that may be used in a nuclear power plant. As
such facilities get smarter, it is important to quickly detect attacks on them to reduce the chances of large-scale
calamities. The number of attacks on CPS is increasing by the day. Just in the first half of 2021, there were 1.5
billion IoT/CPS breaches reported® These could adversely affect high-stakes organizations and facilities like
nuclear plants. Thus, it is crucial to detect whether an attack has occurred so that corresponding mitigating
mechanisms can be invoked. For this application, we use the ‘smart water treatment’ (SWaT) dataset'. Finally,
Internet of Medical Things (IoMT) is a growing industry with a current market size of $42 billion. In applications
like the smart detection of COVID®, some data may either be corrupted or simply unavailable. Even under these
circumstances, it may be of interest to reliably detect disease onset in a secure and private (in terms of inference
on the network edge) manner. Since data may be scarce in such critical applications, simply throwing away cor-
rupted data may not be a viable option.

Contributions. In this work, we aim to address the challenge of data imputation by proposing a DNN-based
surrogate modeling approach—data imputation using neural inversion (DINI). We leverage gradient-based
optimization using backpropagation to the input (GOBI)*, implemented through neural inversion*’. DINI
implements interleaved training (of the surrogate model) and imputation (of the data). As a surrogate model is
trained, it can impute the corrupted data better, making an even superior model available for the next training
iteration. We hypothesize that an interactive dynamic between imputation and training ensures more informed
data generation and surrogate modeling. DINI can handle variegated data types, including multi-input/multi-
output datasets. Input data can be continuous or categorical; the output may also have categorical labels or
continuous values. Unlike previous works'>'6, DINT can work with diverse types of DNN models, from fully-
connected neural networks (FCNNs) to advanced architectures like Transformers®, whichever model works
best for the given data distribution and model setting. Finally, DINT can output the uncertainty in predicted
values like recent works'>.

Figure 1 shows a high-level working schematic of the DINI framework. Tabular input (with features F1-F,)
and output data (with features Y1-Y,) support both continuous and categorical features, along with their combi-
nations. Figure 1a and b show these, respectively. We show only the first three observations (rows 0;-O3). NaN
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values represent corrupted data. Output features Y, and Y, are categorical (may or may not be one-hot encoded).
Previous works often refer categorical one-hot encoded output features as output labels. Since we support an
expanded set of output formats, like the inputs, we refer to them as output features instead. Figure 1c shows DINI
leveraging a DNN-based surrogate model (here, an FCNN) to map the input to the output and vice versa. Dur-
ing training, we backpropagate the gradients (from an appropriate loss function) to the weights (shown in red).
During imputation, we freeze the model weights and backpropagate the gradients to the input/output features to
predict the missing values (shown in blue). Figure 1d shows a Transformer-based surrogate model for time-series
data, supported by DINI. Only one encoder layer is shown (it can be repeated N times) with four self-attention
(SA) heads followed by an FCNN. Figure le shows a high-level schematic of the DINI pipeline. We first impute
the corrupted data (with NaN values) with an initial imputation method (details in section “Methodology”) and
then forward them to the DINI framework. DINI implements an interleaved training-and-imputation pipeline,
which iteratively trains the surrogate model and imputes the data based on the updated model in a repeated
fashion. This not only outputs an imputed dataset with no corruptions, but also a superior surrogate model that
better represents the data distribution.

DINI outperforms baseline methods by at least 10.7% in reducing average error across diverse datasets. We
further demonstrate the effectiveness of DINI in three case studies involving mission-critical edge applications.
Moreover, we propose novel corruption techniques motivated by the distribution of corrupted data found in
edge-Al settings. We show that DINI outperforms baseline approaches, giving much higher prediction perfor-
mance for the required label.

Outline. Therest of the article is organized as follows. Section “Background and related work” discusses back-
ground material on data corruption strategies, related works on imputation, and their critique. Section “Meth-
odology” presents the DINI framework in detail. Section “Experimental setup” describes the experimental setup
and presents the datasets used and baseline approaches for comparison. We validate our proposed framework
and discuss the results in section “Results”. Section Discussion discusses limitations and future work directions.
Finally, section Conclusions concludes the article.

Background and related work
Various synthetic corruption methods have been widely used in the literature. We give a brief overview of these
methods in this section. We then describe related works on data imputation and highlight their limitations.

Synthetic corruption methods. As pointed out before, corrupted data are inherently assumed to be
missing. Mathematically, let the data be denoted by a matrix-valued random variable X € R"*¢, where # is the
number of observations (rows) and d is the data dimension (columns). Now, x denotes a realization of X and
X denotes its observation. Note the difference between realized and observed values of the data?’. The observed
value is a function of the instantiation of the random variable for the data and its missingness. More concretely,
let M denote the missingness in input data (it has the same dimensions as X). The (i, j)th element of M is 1 if the
corresponding element of X is observed and 0 if it is missing. In summary, x ~ X and its observation is a func-
tion of x and m, i.e., X = o(x, m), where m ~ M, such that:

%= {X,‘j, ifm,-j =1
Y7 ] NaN, otherwise
For the purpose of surrogate modeling, X is divided based on input and output feature columns as
X = [Xin Xout], where [-] denotes concatenation of matrices in block notation. Here, X;, € R"*%n and
Xour € R %ut The observed data can be further categorized into correctly observed (denoted by x°) or cor-
rupted (denoted by x°) values. Table 1 summarizes the notations used in this work.

Here, the reader may notice a difference between our definition of observed values from those used in the
literature*. Realized data are the data we would get when there is no source of corruption. Observed data are
the complete data that we see with the corruption (i.e., with NaN values). The part of the observed data that is
correct, unlike previous works, is called correctly observed data (x°); part of the data that is corrupted/missing
is simply called corrupted data (X). The slight change in notation is motivated by the need to unify previous
inconsistencies'>'>?** and bind our formulation to the context of data corruption.

Rubin?® has defined a widely used, yet controversial**, nomenclature for synthetic corruption (or missing
value) mechanisms. We present these next.

Missing completely at random.  The first is missing completely at random (MCAR). In MCAR, the data are cor-
rupted entirely at random, i.e., there is no dependency on the data. Consider a hypothesized missingness model
¢. Then, as per the MCAR scheme:

Py(MIX%,X°) = Py (M)

In other words, the missing values do not depend on either the correctly observed or the corrupted values, which
constitute the observed data X. Here, ¢ is a uniform sampling model that corrupts data completely randomly.

Missing at random.  The term missing at random (MAR) is a misnomer. Basically, MAR corruption refers to the
missingness depending solely on the correctly observed data, or:
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Notation | Definition

n The number of observations (rows in the tabular dataset)

d The data dimension (columns in the tabular dataset)

din The input data dimension; d;, < d

dout The output data dimension; do,; < d

X Matrix-valued random variable, X € R"* for the data distribution

X A realization of X, i.e., x is sampled from the data distribution, x ~ X

M Matrix-valued random variable, M € R"*4 denoting the distribution of missingness in the data
m A realization of M, i.e., m is sampled from the missingness distribution, m ~ M

mjy Part of the missingness matrix corresponding to the input; m;, € R"*%n

my; Part of the missingness matrix corresponding to the output; m,,; € R"dout

o(-,-) Observation function, given a realization and missingness matrix

X An observation of x that has missing NaN values; X = o(x, m)

Xin Part of the observed data corresponding to the input; &;, € R"<din

Xout Part of the observed data corresponding to the output; X,,; € R dout

x° Correctly observed data, formed by the rows of X with no NaN values

x¢ Corrupted observed data, formed by the rows of X with NaN values

¢ Missingess model that generates the missingness distribution M

X Final imputed dataset; the imputation method takes in X and outputs X

fo Forward surrogate model (from input to output) with trainable weights 6,

be, Backward surrogate model (from output to input) with trainable weights 6,

F Overall surrogate model for input and output predictions, a combination of the above two: F = (fy, , bs,)
€x Convergence threshold for the corresponding operation

1,02 Learning rates for updating weights for the forward and backward models

Nins Nout Learning rates for updating input and output features

cf,ct Loss functions for the forward and backward models

Vi Gradient w.r.t. %; where * could be model weights (61, 6,) or previously imputed features (Xin, Xour)

Table 1. Notations used in DINI.

Py(MIZ%, %) = Py (M|X°)
Here, ¢ is a logistic missingness model®. First, a subset of variables (columns) with no missing values is randomly
selected. The remaining variables have missing values based on a logistic model with random weights, depending
on the correctly observed data, rescaled to attain the desired proportion of missing values for those variables.

Missing not at random. ~ Data are said to be missing not at random (MNAR) if the missingness is neither MCAR
nor MAR. More specifically, data are MNAR if the missingness depends on the correctly observed and poten-
tially even the corrupted values. In this context, the missingness cannot be fully accounted for by the correctly
observed values. Here, we implement ¢ as a self-masking logistic model®. The values are masked based on a
probability given by the logistic model with random weights, having the entire data matrix x as input.

Missing streams at random. To go beyond traditional corruption schemes, we propose two corruption tech-
niques inspired by the distribution of corrupted data in diverse edge deployments'>'2. Sensor data from various
sources in a distributed IoT network can get corrupted, and once corrupted, likely stay corrupted for extended
periods of time before being reset. To account for such scenarios, we propose the missing streams at random
(MSAR) corruption technique. In this case, the missingness model ¢ chooses points in the data matrix at ran-
dom and, unlike MCAR, corrupts a stream (of length 10 in our experiments) of datapoints through that column.
This model is especially relevant to time-series data.

Missing patches at random. 'To account for spatiotemporal correlation in the corruption process, we further
propose the missing patches at random (MPAR) corruption mechanism. In a distributed environment, sensors
are often closely placed in groups (to implement redundancy in some cases). For example, some sensors might
be placed in one part of a smart facility and others in another. If one sensor fails in a group, several sensors in the
group may likely fail. Thus, rather than streams (involving a single column), patches of data will get corrupted.
Here, ¢ chooses points in the data matrix randomly, then corrupts a patch (of size 5 x 5 in our experiments)
around that point.

Data imputation methods. We can categorize previously proposed imputation methods as either dis-
criminative or generative. Discriminative methods include multivariate imputation by chained equations
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(MICE)", matrix completion?, spectral regularization®, iterative singular value decomposition (SVD)?, and
k-nearest neighbors (kNN)*"*. Generative models include algorithms based on expectation maximization, such
as those using Gaussian mixture models (GMMSs)*’ and approaches based on modern deep learning, like denois-
ing autoencoders (DAEs)*"*? and generative adversarial networks (GANs). One state-of-the-art GAN-based
imputation method is GAIN', which forgoes the assumptions made in previous generative imputation mod-
els—restrictions on the underlying data distribution and types of datasets (categorical or continuous). GRAPE'
is yet another DNN-based approach that converts the data into a bipartite graph and then uses a graph neural
network (GNN) for imputation.

Traditional statistical methods for imputation provide useful theoretical bounds but exhibit notable shortcom-
ings. First, they tend to make strong assumptions about the data distribution. Second, they lack flexibility for
handling mixed data types that include both continuous and categorical variables. Finally, matrix-completion-
based approaches do not generalize to unseen samples (thus performing poorly on out-of-distribution data) and
require retraining when new data samples are encountered'*?’-?°. Recent DNN-based approaches try to address
these shortcomings but are still limited in their application. GAIN only implements input feature imputation
and assumes that all output labels are available'>. GRAPE does either input feature imputation or output label
prediction, but not both'®. It also does not support uncertainties in prediction, only models the expectation of
the data distribution. Other recent works that use these methods, or their combination, are only applicable to
specific applications®. In many applications, especially in the context of edge deployments, both input features
and output labels may be missing'?. Further, the output features in previous works are only one-dimensional
(only one continuous feature or categorical label). These restrictions prevent their application to many tasks,
including multi-input/multi-output regression datasets. In the case of such datasets and under some corruption
strategies (e.g., when the output can also be corrupted), even state-of-the-art DNN-based approaches become
ineffective, as we demonstrate later. DINI, on the other hand, can support mixed continuous and categorical
features not only in the input but also in the output. Lastly, previous DNN-based works are either restricted to
adversarial networks'®, autoencoders®', or GNNs'¢. However, different DNN models may be suitable for differ-
ent data distributions. DINT, being a model-agnostic framework, can be applied to diverse DNN architectures,
including FCNNs, convolutional neural networks (CNNs)*, long-short term memories (LSTMs)*, and even
Transformers®.

Methodology

We now discuss the DINT framework in detail.

Problem formulation. As noted previously, we consider the imputation (via surrogate modeling) of the
observed dataset ¥ € R"*9, partitioned into input and output columns as X, € R"*% and Z,,,; € R"*%ut, For
better-posed modeling, we first scale the input data to [0, 1] with a MinMax scaler®. The task at hand is to output
an imputed dataset X that is as close as possible to the real dataset x, had there not been any corruption. The goal
is to achieve the least error between the imputed and real data. The two error metrics are the root mean square
error (RMSE) and mean absolute error (MAE)?, defined as follows:

N 1 A N2 A oA
RMSE(x,x) = | — E Xi —Xii), VXxi €X, Xjj €X
( ) nd ; ( Yy ’J) g g

N 1 N A N
MAE(x,%) = — Z lxij — Xijl, ¥ xi €xX, Xj ek
y

Note that from the NaN values in X, the missingness mask m € R"*4 is recoverable and can also be similarly
partitioned into m;,, € R"%din and my,,; € R dout,

The DINI framework. DINI comprises two DNNs that act as surrogate models for the data distribution.
Each DNN models one side (input-to-output or output-to-input) of the dataset and runs GOBI for imputa-
tion. Thus, the surrogate model of DINI is given by F that comprises two functions, one being the forward
model fp, : [0, 1]% — [0, 1] and the other the backward model bg, : [0, 1]%w — [0, 1]%". Here, 6; and 6,
are the parameters, or weights of the DNNs, for the forward and backward models, respectively. DINT involves
interleaved training of the surrogate model F (where the neural network parameters 6, and 6, are updated) and
imputation (where the X data are updated).
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Algorithm 1: Interleaved training and imputation in DINI

Require : Initialized surrogate model F = ( fo, ,ng); Loss functions £/, £7; Observed data Xy, Xour; Convergence

thresholds &p1n1, €1, €2, Ein, Eour; Learning rates Ny, M2, Nins Nour

Result: Trained surrogate model F = (f,b); Imputed data X = K Kou]
1 Function Train (F, Xin, Xour)

2 f91 ,bez =F

3 do

4 ﬁgut — fG] (ﬁin)' Ap — bez (ﬁout)

5 6+ 6,—n;- Vgl£ (KD Kou); 62— 6 — 1 - V92£ (R0 Rin) /* Update weights =*/
6 while Vo, L] > & or |Vg, L] > &

7 return (fo, ,be,)

8 Function Impute (F, X, Xour, My, My )

9 fo, b6, = F

10 do

1 ﬁgut — f91 (f‘in); 725, — b62 (ﬁout)

12 &P — % — 1, Vi Cf(ﬁgm,f(,,m) &0 %L — Nour - Vﬁ’/;mﬁb(ﬁgﬂﬁm) /* Update features =*/
13 R — maskedUpdate (Rin, R, M) 3 Rour + maskedUpdate (Rou, XDy, Moyr) /* Impute x/
14 while |Vf4; L] > g, or Wi{,’u,ﬁ | > €our

15 return X;,, Xour
16 Function DINT (F, X, Xour)

17 m;, < isNaN (X;;) ; My, isNaN (Xout) /* Find missingness mask x/
18 f(?n +— initImpute (X;;); X out — initImpute (Xpu) /+ Initial imputation =/
v | FO'=F;i=0

20 do

21 i—i+1

22 Fle Train (FU-1) f(l(,lfl), )A(,()Zl)) /* Train model on current data =/
23 f(ﬁn, %, < Impute (F, f((;l), ﬁﬁ’;” m;,, My, ) /* Use model for imputation x/
u | while [|[8], %,,]— %, 80,1l > eonus

35 | return ', [&) &,]

Algorithm 1 summarizes this interleaved training-and-imputation pipeline. First, 1 sNaN () recovers the
missingness masks in the input and output data (line 17). Then, initImpute () takes the observed data and
outputs them after running an initial imputation on the NaN values so that the data are amenable to training the
surrogate model (line 18). This could be either mean, random, or zero imputation. Based on our tests, zero impu-
tation performs the best. This could be attributed to the high gradient of the logistic function at zero, leading to
faster convergence for the corrupted values. Then, we run interleaved training and imputation until convergence
(lines 22-23). Here, when the new imputed data gets close enough to the old data based on a threshold epryt
(line 24), the algorithm reaches convergence. During training, the forward and backward models are trained by
backpropagating the gradients of an appropriate loss function to their respective parameters (6, and 6,; line 5).
The red color shows the operation of gradients towards the weights. Here, we show stochastic gradient descent
for simplicity, although we used the Adam optimizer®® in our experiments. To account for both continuous and
categorical values in the input and output features, we consider the loss function as a sum of the RMSE and the
MAE between the predicted and actual data matrices. Mathematically,

£ (x,%) = £ (x, %) = RMSE(x, %) + MAE(x, %)

The loss function could also have leveraged the categorical cross-entropy loss, where the variables are known to
be categorical and one-hot encoded. Durmg imputation, the model weights are frozen and gradients are com-
puted towards the respective inputs, i.e., x and 2, (line 12). Again, blue type color represents the operation
for gradients towards the features. We only 1mpute that part of the data that is known to be corrupted, using the
masks m;, and m,,;;. Leveraging Monte Carlo (MC) dropout®’, the forward and backward models output the
data distribution, whose standard deviation gives the uncertainty. Partial imputation can be performed based
on the least uncertain predictions. This is implemented by the maskedUpdate () function (line 13). If some
variables are categorical, this function also forces the corresponding imputed values to 0 or 1 based on a thresh-
old (set to 0.5). Training or imputation reaches convergence when the L;-norm of the respective gradients falls
below a threshold. Finally, the DINT () function outputs the trained surrogate model F along with the imputed
data matrix X (line 25). Note that, unlike what Figure 1c shows, we implement the surrogate model as a set of
two functions ( fy, and bg,) that we train in tandem. This aids the implementation of GOBI in a conserved man-
ner. We defer the implementation of DINT using weight-shared models, or even a single model, to future work.
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Experimental setup

In this section, we discuss details of the experimental setup. First, we present the model architecture and training
hyperparameters. We then discuss the datasets used for the imputation problem and the surrogate modeling
tasks for three mission-critical edge applications. Finally, we briefly discuss the baselines used for comparison
with the DINT model.

The model architecture. As explained in section “The DINI framework”, we implemented the forward
and backward models as two DNNG. For our experiments, we chose the DNNs to be FCNNs with the input and
output number of neurons equal to the corresponding data dimensions. More concretely, for the forward model
f(backward model b), we set the number of input neurons to di, (doy:) and the number of output neurons to dyy¢
(din). We ran a grid search over the number of hidden layers and the dimension of each hidden layer. We found
that the smallest architecture that achieved a reasonable RMSE (< 1 x 1073) on the uncorrupted data (for all
considered datasets) needs only one hidden layer with 512 neurons. We use leaky ReLU as the activation func-
tion for each layer except for the output layer, where we use the sigmoid activation function. Any DNN-based
surrogate model can leverage DINI. Hence, for time-series datasets, we further tested LSTM-based® architec-
tures and Transformers® as well. Figure 1d shows how a Transformer-based surrogate model employs DINI.
However, we found that for the datasets considered, FCNNs were the simplest architectures that also performed
the best in imputation performance (see section “Ablation analysis”). We leave other applications with more
complex data distributions that require DINI with advanced deep learning models for future exploration. We
set the hyperparameters for the DINT pipeline as follows. We set the learning rates to n; = 7, = 1 x 1074,
Nin = Nout = 5 x 1074 We use a weight decay of 1 x 1073, We set Adam optimizer’s parameters to 81 = 0.9,
B2 = 0.999. Finally, we set all convergence thresholds to1 x 1073,

Imputation datasets. To measure the imputation performance (in terms of RMSE and MAE), we consider
a diverse set of popular machine learning datasets, including those used by previous works'>¢. These datasets
include ones from the popular UCI repository*”: breast cancer Wisconsin prognostic dataset (Breast), energy
efficiency dataset (Energy), and the yacht hydrodynamics dataset (Yacht). Since DINI can also tackle multi-
output datasets, we consider such datasets as well. For this, we consider two prediction outputs in the Energy
dataset: separate heating and cooling loads, which previous works do not!®. We also consider other popular
datasets like the Diabetes dataset*! (with six blood serum estimates and the responses of interest as continuous-
valued outputs), the Diamonds dataset*? (with carat and price as two continuous-valued prediction outputs), and
the Flights dataset*® (with two categorical outputs, namely whether the flight was diverted or canceled, and three
continuous outputs: departure and arrival delays along with the estimated flying time). Further, unlike previous
works, we carry out corruption not only on input features but also on the output features.

Case studies. For case studies related to mission-critical edge applications, we consider three datasets, as
described in section “Motivation”. The first is the Gas dataset'® that is from the UCI repository®. It contains
mixtures of gases at different concentrations. In the context of detecting flammable gases, we take measurements
from 15 sensors as input and set the detection label for flammable gases as the categorical output. The second is
the SWaT dataset' with a diverse set of categorical and continuous input features, and detection of attack as the
prediction label. Finally, we consider the smart-COVID detection dataset® that considers age, sex, offset of days
since symptoms appeared, type of pneumonia, and features extracted from chest X-rays*.

Baselines. To validate DINT’s imputation and surrogate modeling performance, we compare it against vari-
ous baselines, as mentioned in section “Data imputation methods” For completeness, we present these com-
monly used imputation methods below:

® Mean/median imputation: The method imputes the corrupted values x;; with the mean/median of all correctly
observed samples along column j.

® kNN imputation: The method imputes the corrupted rows i in X;; based on the kNN along column j with the
weights based on the Euclidean distance to the row.

e SVD imputation: The method imputes missing values based on matrix completion with iterative low-rank
SVD decomposition.

e MICE imputation: The method runs multiple regressions where each missing value is modeled conditioned
on the observed non-missing values.

® Spectral imputation: This matrix completion model uses the nuclear norm as a regularizer and imputes miss-
ing values with iterative soft-thresholded SVD.

e Matrix imputation: This method finds the matrix with the minimum nuclear norm that fits the correctly
observed data.

e GMM imputation: This approach fits a GMM on the observed data using the expectation-maximization
algorithm and imputes the missing values based on the model.

e GAIN imputation: A generative-adversarial-network-based input feature imputation strategy.

e GRAPE imputation: A state-of-the-art imputation method that converts data into a bipartite graph and uses
a GNN model for imputation.

GAIN only does input feature imputation. GRAPE either implements input feature imputation or output label
prediction, but not both simultaneously. We adapt these models, based on the new formulation of DINI, as a
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forward and a backward model. We then apply these methods to the input and output features based on these
models. We call these adaptations GAIN* and GRAPE*.

The time complexity of the proposed DINI algorithm (see Algorithm 1) is O(nd?) for one iteration of imputa-
tion of the entire dataset. This is because the forward pass of an FCNN (and even backpropagation) implements
matrix multiplication operations in practice. For the considered architecture (di, < d input neurons, 512 hidden
neurons, do,; < d output neurons), this is implemented in O (nd?) time. The same is true for both training the
surrogate model and imputation. Here, training and imputation are assumed to be for a fixed number of epochs.
Classical approaches like Mean and Median have O (nd) time complexity. KNN has a time complexity of O (knd).
On the other hand, state-of-the-art DNN-based methods, GAIN and GRAPE, have time complexities O(nd?)
and O(rnh?), respectively, where r is the number of neighbors sampled for each node and 4 is the node hidden
feature dimension*. The number of hidden layers is assumed to be one for both these methods. This implies that
DINI is comparable to previous DNN-based methods in computational complexity.

Results

This section presents performance comparisons for DINI with baseline imputation methods. Since DINT inher-
ently works with a DNN-based surrogate model, we subsequently present its modeling performance by testing
the corresponding label detection performance on three mission-critical edge applications. Finally, we present
ablation studies.

Imputation performance. We compare DINI with the baseline imputation methods described in sec-
tion “Baselines”. For this comparison, we test the RMSE and MAE of the imputed data relative to the actual data
when subjected to different corruption strategies (including the two newly proposed ones). Table 2 compares
the imputation performance of DINI across six datasets and five corruption strategies against the considered
baselines. DINT outperforms the baselines for most tasks (46 out of 60 rows). Spectral imputation performs
the worst on most datasets. GAIN* does not perform well on the Yacht dataset when subjected to corruption
in both the input and output features. On an average, DINI outperforms the next best imputation method, i.e.,
MICE, by 10.7% in terms of imputation error. Even though MICE inherently assumes the corruption to be either
MCAR or MAR, DINT achieves a lower error even under these strategies for most datasets. Unlike the results
presented in previous works!>16, as we see here, even state-of-the-art DNN-based methods are not that effective
when subjected to simultaneous input/output corruption. DINI outperforms GAIN* and GRAPE* by 36.8% and
33.9%, respectively.

Surrogate modeling performance. Since DINI is more than an imputation method, we can leverage
the implicit surrogate training for tasks beyond filling missing values. Previous works have widely used sur-
rogate training and inference; however, seamless exploitation of corrupted data (using interleaved imputation)
is novel and is broadly applicable to edge applications where corrupted sensor data are commonplace. Hence,
we leverage this extra capability of DINI to obtain better surrogate models for such applications. We use three
mission-critical applications as case studies. We formulate the comparison experiments as follows. For each
dataset, we split the data three ways: 40%-40%-20%. We assume 40% of the data is heavily corrupted (no row can
be extracted that does not have any corrupted values). For this, we use MSAR or MPAR corruption with close
to 100% corruption ratio. The first 40% of the uncorrupted data and the 40% corrupted data comprise the 80%
training set for imputation and surrogate model training. We use the final 20% of the data as the test set. For
like-to-like comparisons, with each imputation strategy, we use the same architecture for the surrogate model
trained on the imputed data: FCNN with one hidden layer having 512 hidden neurons. Figures 2 and 3 show the
modeling performance on the three datasets for imputed data from DINI and all the baseline methods. Note
that we do not consider Mean imputation because it imputes categorical columns with an intermediate value
that is not allowed (if the mean value is forced to 0 or 1 based on a threshold, the performance becomes close to
that of Median imputation). GRAPE™ is also not considered in these comparisons since it only outputs RMSE/
MAE in imputations in its graph format and does not convert the imputed data back to the tabular format for
surrogate modeling. For the Gas dataset, we need to detect whether the flammable gas is observed or not. For
the smart water plant (SWaT dataset), we need to detect if the system has been attacked. On the other hand, for
smart-COVID detection, we need to detect if the patient has the disease. Since all these datasets have a single
categorical output, we train the forward model in DINI with binary cross-entropy loss. In all these tasks, we not
only wish to leverage the corrupted, partially observed data, but also need a high true positive rate since false
negatives would incur high risks in such applications. On the other hand, we also need a low false positive rate
since invoking mitigating mechanisms could be costly, and performing them needlessly could result in large
system overheads. Hence, we plot the F1 score along with the test accuracy.

DINI consistently outperforms the baseline imputation methods with a high test accuracy and F1 score. For
example, DINT attains around 99% test accuracy and 0.99 F1 score on the Gas dataset, implying that almost all
cases where a flammable gas is present are correctly detected. No other imputation strategy approaches this
performance. For the SWaT and COVID datasets, DINI reaches around 96% (0.95) and 97% (0.96) average test
accuracy (F1 score) across the two corruption strategies, respectively. However, for some imputation strategies,
like Median imputation with the Gas dataset under MSAR corruption, the F1 score is very low even when the
test accuracy is reasonable. This is because the surrogate model is heavily biased toward negative labels (since
the model has not generalized well), having a high number of true negatives but few true positives. This results
in a low F1 score. DINI does not suffer from this problem.

Figure 4 shows how we passed the corrupted data to the imputation models in their training set. We observe
that the data imputed by DINI, shown in Fig. 4c, are very similar to the original data, shown in Fig. 4a. This
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Mean [ Median | kNN | SVD MICE Spectral Matrix [ GMM | GAIN® [ GRAPE DINI
MCAR | RMSE [ 0322 0385 0318 0274 0285 0391 0272 0365 0358 0364 0232
MAE | 0256  0.207 0.189 0.156 0.220 0.222 0.198 0.199 0.194 0.282 0.134
MAR | RMSE| 0416 = 0520 = 0268 0239 0.345 0515 0342 0367 0378 0365 0.346
~ MAE | 0334 0372 0.169 0.180 0.274 0.375 0.276 0.242 0.248 0.281 0.241
Z ' MNaR [RMSE| 0344 0332 0228 = 0237 0.297 0.324 0276 0322 0302 0363 0.274
& MAE | 0283  0.159 0.129 0.132 0.231 0.157 0215 0.156 0.140 0.282 0.121
MSAR RMSE | 0.330 0.399 0.329 0.307 0.298 0.396 0.288 0.392 0.370 0.364 0.245
MAE | 0262 0204 0.189 0.172 0.224 0.212 0.204 0.214 0.189 0.282 0.144
MPAR RMSE | 0.336 0.382 0.210 0.202 0.318 0.396 0.303 0.279 0.365 0.364 0.200
MAE 0.262 0.198 0.118 0.118 0.239 0.219 0.230 0.145 0.192 0.282 0.108
MCAR |LRMSE | 0239 0279 0.283 0272 0232 0453 0.239 0359 0.281 0.344 0217
MAE | 0.8  0.181 0.190 0.193 0.181 0.381 0.186 0.256 0.184 0.287 0.173
MAR LRMSE] 0.184  0.184 0.164 0.176 0.173 0.397 0.167 0318 0.155 0.344 0.247
2 MAE | 0.141  0.139 0.117 0.141 0.136 0.356 0.128 0.242 0.114 0.288 0.198
8 [ VNaR | RVMSE| 0335 0438 0.330 0.308 0322 0.634 0.322 0.468 0.434 0.345 0.305
S MAE | 0280 0326 0.286 0.243 0.267 0.566 0.265 0.352 0312 0.288 0.237
B VsAR | RMSE]| 0249 0293 0.338 0.285 0.241 0458 0.255 0.365 0.288 0.345 0235
MAE | 0.197 = 0.189 0215 0.208 0.189 0.384 0.195 0.257 0.185 0.287 0.175
MPAR | RMSE| 0.184 © 0217 © 0274 0255 0.179 0.442 0.182 0300 0184 = 0344 0.179
MAE | 0.137 _ 0.143 0.197 0.172 0.135 0.394 0.135 0.223 0.141 0.289 0.139
MCAR | RMSE | 0230 0.241 0.192 0.239 0202 0.569 0.239 0.381 0.356 0.374 0.170
MAE | 0.165  0.150 0.099 0.165 0.144 0.504 0.174 0.297 0.254 0.275 0.114
MAR RMSE | 0.192 0.187 0.170 0.221 0.138 0.594 0.200 0.329 0.226 0.375 0.118
5] MAE 0.144 0.116 0.078 0.146 0.103 0.525 0.152 0.244 0.190 0.275 0.065
5 MNAR RMSE | 0.290 0.293 0.243 0.322 0.257 0.639 0.308 0.321 0.359 0.374 0.212
E MAE 0.234 0.200 0.129 0.235 0.195 0.543 0.244 0.211 0.281 0.274 0.159
A MSAR RMSE | 0.200 0.200 0.202 0.226 0.173 0.574 0.522 0.377 0.268 0.373 0.158
MAE | 0.147  0.127 0.104 0.155 0.121 0518 0.463 0305 0.184 0.275 0.103
MPAR |LRMSE | 0.176  0.184 0212 0.202 0.176 0.505 0.190 0.401 0.293 0.375 0.105
MAE | 0.124  0.117 0.132 0.155 0.122 0.466 0.137 0.348 0.224 0.274 0.069
MCAR | RMSE| 0346 0431~ 0319 0370 0253 0.588 0369 0402 0406 0359 0251
MAE | 0304 0311 0.277 0.293 0.202 0477 0.309 0.265 0.286 0.305 0200
MAR | RMSE| 0351 0482 0307 0387 0.265 0.542 0365 0371 0395 0358 0.251
. MAE | 0300 = 0357 0184 = 0.308 0210 0.429 0311 0243 0276 0304 0.183
& VNAR LRMSE| 0397 ~ 0524 = 0425 0409 0321 0.572 0400 0404 0378 0359 0253
2 MAE | 0360 0423 0.276 0.338 0.274 0.432 0.343 0.245 0.239 0.304 0.200
® TMsAR RMSE| 0358 ~ 0417 0379 0406 0.307 0.636 0377 0416 0423 0359 0.286
MAE | 0318 0329 0.229 0.324 0.257 0.524 0.327 0.269 0.281 0.305 0.229
MPAR | RMSE | 0.366 0454 0.496 0.457 0.298 0.627 0.382 0.522 0.538 0.358 0.281
MAE 0.322 0.332 0.342 0.382 0.242 0.510 0.327 0.383 0.399 0.305 0.236
MCAR RMSE | 0.195 0.200 0.224 0.212 0.192 0.420 0.202 0.324 0.226 0.220 0.187
MAE 0.129 0.122 0.117 0.131 0.126 0.317 0.138 0.208 0.129 0.159 0.119
MAR | RMSE]| 0.184  0.190 0.197 0.158 0.173 0.435 0.182 0.270 0214 0.221 0.158
. MAE | 0113  0.105 0.099 0.094 0.102 0317 0.112 0.168 0.127 0.154 0.091
£ " MNAR LRMSE| 0281  0.29 0.286 0.276 0.270 0.614 0.281 0415 0.332 0.221 0257
= MAE | 0.197 ~ 0.188 0.159 0.185 0.187 0.483 0.203 0.276 0.209 0.154 0.145
= "Msar [ RMSE| 0200 0207 0.221 0.207 0.190 0.430 0.223 0316 0.241 0.224 0.187
MAE | 0.134 0129 0.129 0.129 0.122 0.325 0.144 0.204 0.137 0.159 0.121
MPAR LRMSE | 0.195  0.200 0.232 0.226 0.192 0.440 0212 0.354 0.237 0.221 0.207
MAE | 0129 0126 0.132 0.152 0.127 0.345 0.147 0.249 0.152 0.153 0.125
MCAR | RMSE [ 0270 0270 0310 0293 0.265 0.488 0292 0385 0519 0338 0251
MAE | 0203 ~ 0.188 0.236 0.228 0.202 0.395 0.230 0.249 0.444 0.288 0.174
MAR | RMSE| 0292 ~ 0288 © 0297 0316 0270 0.609 0640 0390 0536 0433 0277
MAE | 0206  0.195 0.222 0.244 0.201 0.546 0577 0.240 0.454 0.354 0.195
£ MNAR RMSE | 0.369 0.365 0.371 0.396 0.363 0.704 0.357 0.607 0.696 0.357 0.355
S MAE 0.301 0.289 0.300 0.320 0.295 0.641 0.288 0.477 0.622 0.288 0.286
MSAR RMSE | 0.324 0.332 0.362 0.359 0.300 0.469 0.344 0.324 0.637 0.358 0.297
MAE 0.251 0.246 0.278 0.283 0.243 0.352 0.269 0.200 0.560 0.288 0.218
MPAR RMSE | 0.354 0.354 0.542 0.542 0.358 0.542 0.329 0.394 0.718 0.358 0.324
MAE | 0.288 0279 0.424 0.424 0293 0.424 0.283 0.264 0.645 0.289 0.269
Average 0254 0.266 0.239 0.253 0225 0462 0271 0314 0318 0.304 0.201
Table 2. Comparison of imputation performance of DINI with various baselines. Six datasets and five
(including two newly proposed) corruption strategies are considered. The last row averages all entries for each
column (including both RMSE and MAE values). Confidence intervals are not shown to conserve space. Values
corresponding to the lowest error are in [bold].
striking similarity shows that DINI can reproduce the underlying data distribution even in the presence of high
levels of corruption. Figure 5 compares the imputation methods under different corruption ratios and the MCAR
corruption strategy on the Breast dataset. DINI consistently outperforms baselines by achieving a lower RMSE
and MAE for the different corruption ratios.
Ablation analysis. To test the efficacy of our interleaved training-and-imputation strategy, we modify the
DINI framework as follows. First, we train the surrogate model on the correctly observed subset and use this
model for imputation (using GOBI for the input and output features from the forward and backward models).
Second, we pre-train the surrogate model on the correct subset and run interleaved training and imputation
on the corrupted subset. Note that we impute all the data at every iteration. Third, we run interleaved training
and imputation from scratch (i.e., with no pre-training) on the entire dataset, as described in the DINI pipeline
above. However, we attempt to leverage the uncertainty in prediction through the MC dropout layer. We thus
only impute part of the data, where the model is the least uncertain. Based on the uncertainty values for the
entire data matrix, we start at the 25th, 50th, or the 75th percentile of the uncertainties and impute only part of
the data accordingly. To account for the surrogate model getting better towards the end of training, we linearly
increase the imputation ratio to 100%. Table 3 shows the results on the Breast dataset with MCAR corruption
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Figure 2. Test accuracy and F1 score for imputation models on the (a) Gas, (b) SWaT, and (c) COVID datasets,
for the MSAR corruption strategy. Test accuracy is shown as bar plots with the axis on the left. F1 score is shown
as a dashed line plot with the axis on the right.
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Figure 3. Test accuracy and F1 score for imputation models on the (a) Gas, (b) SWaT, and (c) COVID datasets,
for the MPAR corruption strategy.
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Figure 4. Data snapshot with only 160 rows from the SWaT dataset: (a) original, (b) MPAR-corrupted, and
(c) DINI-imputed. 50% correct (0-79) and 50% corrupted (80-159; with a high corruption ratio) data form the
training set for the imputation methods.
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Figure 5. Error vs. corruption ratio for various imputation methods: (a) RMSE and (b) MAE. MCAR
corruption on the Breast dataset was used for comparison.

Training and imputation method RMSE MAE
Pre-training on correct subset w/ imputation 0.412£0.019 | 0.291 £0.015
Pre-training on correct subset w/ interleaved training/imputation 0.257 £0.029 | 0.163 + 0.008

Interleaved training from scratch + partial imputation starting at 25? percentile | 0.268 +0.030 | 0.169 + 0.012

Interleaved training from scratch + partial imputation starting at 50" percentile 0.255+0.024 | 0.160 + 0.029

Interleaved training from scratch + partial imputation starting at 75th percentile 0.247 £0.019 | 0.151 +0.023

Interleaved training from scratch + complete imputation 0.232+0.019 | 0.134+0.013
w/ second-order gradients 0.233+0.012 | 0.133 +£0.011

Table 3. Ablation analysis for DINI. Breast dataset was considered with MCAR corruption. Data is reported
with 95% confidence intervals. Values corresponding to the lowest error are in [bold].

(other datasets showed similar results). We observe that the method involving interleaved training and (com-
plete) imputation from scratch outperforms previous approaches. Here, by complete imputation, we mean that
100% of the data are imputed at every iteration, regardless of the uncertainties. We explain this as follows. In the
first approach, we do not leverage imputed data to improve the surrogate model further. In the second approach,
after pre-training the surrogate model, training on the imputed data causes a distribution shift, as the model can-
not train along with the correctly observed data. Finally, partial imputation adds to the bias present in the sur-
rogate model initially, resulting in a higher imputation error. However, certain tasks requiring multiple solutions
could benefit from the uncertainties in predictions. Taking inspiration from some recent works* that leverage
GOBI, we also tested second-order gradients using the AdaHessian optimizer®® in DINI’s surrogate model. This
only provides marginal gains (reduction in MAE by 0.001) that are not statistically significant. Due to the high
overhead of calculating these gradients, we stayed with first-order gradients in our experiments.

DINI supports diverse DNN-based surrogate models, including advanced architectures like LSTMs and
Transformers. Table 4 compares these architectures with the FCNN used in our experiments for time-series
datasets. FCNN performs slightly better than a Transformer with six encoder layers in most cases while being
24,603x smaller on average. This could be due to the FCNN having enough capacity for the chosen datasets,
while the Transformer overfits on the training data resulting in lower performance.

Discussion

As discused in section “Results”, DINI outperforms baseline methods in various experimental settings. The inter-
leaved training-and-imputation pipeline enables high gains compared to the state-of-the-art methods. Further, it
directly incorporates heterogeneous input and output feature formats (continuous, categorical, or a combination
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LSTM (L-1, H-512, | LSTM (L-2, H-512, | LSTM (L-3, Transformer (L-1, | Transformer (L-3, | Transformer (L-6, | FCNN (L-1,
U) B H-1024, B) H-512, A-4) H-512, A-8) H-1024, A-16) H-512)
Model Params. | 49.7K 99.3K 297.9K 6.31M 18.92M 151.17M 10.2K
Energy RMSE 0.346 + 0.022 0.302 £ 0.019 0.295 + 0.030 0.351 £ 0.023 0.290 + 0.019 0.283 £ 0.017 0.281 £+ 0.010
MAE 0.287 £ 0.018 0.255 + 0.020 0.248 £ 0.031 0.287 £ 0.021 0.245 £ 0.012 0.242 £ 0.014 0.236 + 0.027
Model Params. | 81.9K 163.8K 491.5K 6.32M 18.93M 151.19M 17.4K
Gas RMSE 0.268 + 0.021 0.253 £ 0.019 0.249 + 0.025 0.298 £ 0.012 0.257 £0.018 0.251 £ 0.015 0.248 £ 0.022
MAE 0.208 £ 0.012 0.202 £ 0.015 0.197 £ 0.015 0.222 £ 0.018 0.201 £ 0.012 0.197 £ 0.023 0.193 £ 0.011
Model Params. | 210.9K 421.9K 1.26M 6.35M 18.96M 151.24M 46.1K
SWaT RMSE 0.505 £ 0.029 0.479 £ 0.037 0.473 +0.020 0.484 + 0.026 0.467 £ 0.032 0.464 £ 0.027 0.462 + 0.018
MAE 0.421 £ 0.018 0.408 £ 0.016 0.392 + 0.009 0.413 £ 0.022 0.393 £ 0.011 0.385 £ 0.024 0.387 £ 0.036

Table 4. Comparison of DNN-based models for DINI. MPAR corruption was considered since it is the
hardest to model in time-series datasets. ‘L: number of layers (stacks in LSTM, hidden layers in FCNN), ‘H’:
hidden dimension (number of neurons in the hidden layer for the FCNN), ‘U/B’: uni-/bi-directional model,
‘A: number of attention heads in the Transformer. Values corresponding to the lowest number of model
parameters or error are in [bold].

thereof). These advancements make it better at imputing data compared to traditional approaches. Unlike previ-
ous works, it is a unified framework that supports diverse DNN-based model architectures.

However, DINT has several limitations. For instance, it only imputes data that are known to be corrupted. One
could also encounter adversarial data with fraudulent input feature values and noisy labeled data, where the cor-
rupted data are not in the NaN form. Detecting such data falls under the scope of adversarial attack detection®’
and confident learning®®, respectively. One could extend the DINI model by incorporating aleatoric loss* to
account for such corruptions. We can also prune or correct the input or output entries with high uncertainties*
(after conversion to NaN values and subsequent imputation). We defer this to future work.

Conclusions

In this article, we presented DINI, a pipeline for interleaved training of a surrogate model and imputation of
data, leveraging gradients towards the input and output features in the model. DINT tackles corruption in both
the input and output values, along with mixed continuous and categorical features in either. For better-posed
problem formulation in edge-AlI settings, we proposed novel corruption strategies that model the distribution
of corrupted data in such applications more closely. We showed that DINT outperforms all baseline imputation
methods, including state-of-the-art DNN-based models, achieving 10.7% lower imputation error relative to the
next best baseline. Finally, we tested the modeling performance of DINI on mission-critical edge applications
and showed that it can reach up to 99% test accuracy and 0.99 F1 score when detecting labels in such settings.

Data availability
All data and code are available in the supplementary files. The code and relevant testing scripts are made publicly
available on GitHub under the BSD-3 license at https://github.com/jha-lab/dini.
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