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Abstract

A simple four node network in which cooperation improves itf@ermation-theoretic secrecy is studied. The
channel consists of two senders, a receiver, and an eapgsdr®ne or both senders transmit confidential messages
to the receiver, while the eavesdropper tries to decoderémsmitted message. The main result is the derivation
of a newly achievable rate-equivocation region that is shéovbe larger than a rate-equivocation region derived
by Lai and El Gamal for the relay-eavesdropper channel. Wherrate of the helping interferer is zero, the new
rate-equivocation region reduces to the capacity-eqaiwoic region over the wire-tap channel, hence, the new
achievability scheme can be seen as a generalization of iagcedheme proposed by Csiszar and Korner. This
result can naturally be combined with a rate-equivocategian given by Tang et al. (for the interference assisted
secret communication), yielding an even larger achievadtie-equivocation region.

Index Terms

Information-theoretic secrecy, wire-tap channel, ear@goker channel, rate-equivocation region, secrecy capac-
ity, perfect secrecy, physical layer security, coopesatemmunication.

. INTRODUCTION

N this work we propose a scheme that increases the inform#ieoretic secrecy in a simple co-

operative communication network. The channel model iretud class of the wire-tap channels with
a helping interferer introduced by Lai and El Gamal [1]. Tdhesithors considered several cooperation
schemes over the relay-eavesdropper channel, in whichellhg node helps to enhance the security
level of communication between the sender and the receiver.paper gives an interesting observation
indicating that over the multiple access channel (MAC) véatheavesdropper, secret communication can
be enhanced with a help of one of the two senders (calledhéhging interfereror the helpel). In
addition, an achievable equivocation-rate region has ldeened for this scheme. Subsequently, Tang et
al. [2] have derived an improved rate-equivocation regisimgl the fact that the receiver does not have to
decode the sequence transmitted by a helper. One pogsibititat the helper sends interference (dummy
messages) in order to weaken the channel to the eavesdroppen the rate of dummy messages of the
helper is zero (there is no cooperation from the helper)cti@nel reduces to the (single-usefje-tap
channelintroduced by Wyner([3], and generalized later by Csiszér ladrner [4]. In this reduced setting,
however, the achievable rate-equivocation regions giwefipand [2] do not coincide with the capacity-
equivocation region over the wire-tap channel, giving oidysub-region. When only perfect-secrecy is
imposed (i.e., the eavesdropper is totally ignorant of taedmitted message), their results coincide with
the secrecy-capacity of the wire-tap channel.

Motivated by this fact, the first part of this paper gives a raakievable rate-equivocation region (i.e,
an inner bound on the capacity-equivocation region) forwlre-tap channel with a helping interferer,
showing that the new region is improved over the one givedjnWhen the rate of the helping interferer
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is zero, the new rate-equivocation region reduces to thaaigpequivocation region over the wire-tap
channel, so the new achievability scheme can be seen as ealjat®n of the coding scheme given
in [4]. Our result can naturally be combined with the additibrate-equivocation region given byl [2],
yielding an even larger rate-equivocation region.

In the next section we present the previous results on the-tap channel with a helper. The main
result of this work, that is the improved rate-equivocatregion for the wire-tap channel with helping
interferer, is presented in Sectignllll, while in Section W& derive an even larger rate-equivocation
region. A note on the broadcast channel with confidentialsaxgss and the wire-tap channel with helping
interferer is given in Section V. SectignlVI concludes th@gra

[I. PRELIMINARIES
A. The Wire-Tap Channel with a Helping Interferer
The cooperative channel considered in this paper is showihign[d and consists of two senders,
a receiver, and an eavesdropper, in which one sender trensonfidential messages to the receiver,
and the eavesdropper tries to decode the transmitted nees§hg second sender plays the role of a

“helper” to enhance the secrecy of communication. This rhigleeferred to as the wire-tap channel
with a (helping) interferer, and will be considered firstt L& be the channel input alphabet of sender

XN YN A

W, — S . —— W-
! h Channel J !

XN N

Fig. 1. A four node network of one sender, one receiver, onessfiopper and one helper.

t =1,2, and let andy and Z be the output alphabet of the receiver and the eavesdrogspectively.
We assume that all the alphabets are discrete and finite &chtnnel is memoryless, characterized by
a conditional probability mass function (PMP)(y, z|z1x9) for (z1,22) € X1 x Xy, and (y,z2) € Y x Z,
e, = (2,...,0n) EXN, Yy 2 (yr,...,yn) €YY andz £ (z1,...,yn) € YV. Then, we have

N
Py(y, z|@1, ) = H P(Yn, 2n|T1n, T2n)

n=1
where N denotes the number of channel uses. We assume that both @citiger and the eavesdropper
know P(y, z|z1, xs).

Define W, with ¢t = 1,2 as the set of integer§l, ..., M;} with M, > 1. Let w; € W, be a uniformly

distributed confidential message of sender 1. We also dencadom message of sender 2ibye W;.
Encodert is a deterministic mapping denoted by

fo W, — &N (1)

The receiver and the eavesdropper estimate the transmmsdage from the received sequepcand z,
with the decoding functions
g YY > W, and g.: Z¥ - W,

respectively. LetR;, t = 1,2, be an information rate defined as
R; = log, M;/N.

An (N, My, My, { f, g+ }+=12) code for the MAC with a helper consists of message ¥ets V,, encoding
functions f;, and decoding functiong with ¢ = 1, 2. Provided that the transmitted messageis= W,
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the decoder makes arror if g.(y) # w;. The average probability of decoding error, denotedFé(/V),
is
1
N) — _—
P = 7 E Pr(g,(y) # w1| wy sen.

w1 EWL
The equivocationrate at the eavesdropper is defined as

1
RWN) = —H(W,|Z™).
O = S H(W|ZY)
The secrecy considered in this paper is defined as follows:
Definition 1: A rate-equivocation pair( R, R.) is said to beachievableif there exists a sequence of

(N, M;) codes such that for every> 0,

log, M, PN <,

RIZ N — €, e —

and R™) >R, —e,

for all sufficiently largeN.

Definition 2: A perfect-secrecy raté?; is said to beachievableif the rate-equivocation paifR;, ;)
is achievable. Theecrecy-capacityf the wire-tap channel with a helper is defined as the maxin@im
all achievable perfect-secrecy rates.

Note that without sender 2, this channel model reduces timglésuser) wire-tap channell[3],][4].
Achievable rate-equivocation pairs, achievable per$ectecy rates, and the secrecy capacity for the wire-
tap channel are defined analogously.

B. Known Achievable Rate-Equivocation Regions

For the (single-user) wire-tap channgl [3]] [4], the follog rate-equivocation region is the capacity-
equivocation region

U {®.R): 0<R <R,

PouPx,juPyzx

Ry < I(U:Y),
Re < I(U:Y]Q) ~ 1(U: Z1Q) }, 2)
where(@ andU are auxiliary random variables satisfying the Markov chaamdition
Q—-U—X;
and the cardinality bounds
19| < |X|+3 and |U| < | X + 4|2 + 3.

Since we assume that all rates in this paper are always ngative, if an upper-bound ok, happens
to be negative, it meanB, = 0. This rule will be applied throughout the paper when neagssa

For the wire-tap channel with a helper, it was shown[ih [1, dreen 3] that the following rate-
equivocation region is achievable:

co U {(Rl,Re):Rl < I(U:Y|D),
Puy Puy Py oy Py |up Py z1x1 x5
0 S RC§R17

1(Uy; Z|) + min{1(U5; Y), 1(U5 2100}, (3)



where c@S) denotes the convex hull of the s&t U; and U, are auxiliary random variables satisfying
the Markov chain condition
(Ul,UQ) — (Xl,Xg) — (YV, Z)

We note that if/(Us;Y') < I(Us; Z), then the last inequality o, becomes
0 S RC S I(U17Y‘U2> — I(Ul; Z|U2),

implying that the wire-tap channel with a helper becomesadittgnary wire-tap channel, i.e., there is no
effect from the user cooperation. In this case, the regivargby (2) reduces to a sub-region of the region
given by [2). Note that the result of Tang et all [2] impliestthve might still have an advantage from
the user cooperation in this case.

For the wire-tap channel with a helper, it is known that thiéofeing perfect-secrecy rate is achievable

[1, eq. (10)]:
R1 = sup [I(Ul,Y|U2) - I(U17Z‘U2) -+ mlH{I(UQ7Y),I(U27Z‘U1)}

PU1PU2PX1\U1PX2\U2
— min{](UQ;Y),I<U2;Z)}]+7 (4)

where[z]" denotesmax{x,0}.

Ill. | MPROVED RATE-EQUIVOCATION REGION

In this section we show that it is possible to have a ratevagaition region larger than the one given
by (3). To that end we introduce an auxiliary random variaBleand we get the following improved
region.

Proposition 1: The following rate-equivocation region is achievable:

C:U{ (Ri,R.):0< R. <R,

Ry < Ry +min{I(Q;Y|Us), I1(Qx; Z|Us)},
R, < maX{Rll + Ry — I(Uy; Z|Us@Qq) — 1(Uy; Y|Q1), Ry + Ry — I(UyUs; Z‘Ql)} (5)

where
T £ Pg,Puyii Py Px,joy Pxajus Py z1x, X
R/1 £ I(U1§Y|U2Q1)7and
Ry, £ min{l(Uy;Y|Q1), I(Us, Z|Uy)}.

@1, U1, andU, are auxiliary random variables satisfying the following ikiav chain conditions:

Ql — U — Xy, and
(U,U0z) — (X1,X5) — (Y, Z). (6)
As in [4], let the auxiliary random variabl€@, correspond to the sequence alphabet decoded by both

the receiver and the eavesdropper, while lettihgand U, denote the sequence alphabets that can be
decoded only by the receiver. First, we note that the comstom R, in (8) can be re-written as

LU Y|UQr) = I(Uy; Z|U2Qy ), if I(Uy; Y|Q1) < 1(Uz; Z|Qn),
Re < S I({U1U; Y Q1) — I(UiUs; Z|Q1), it I(Us; Z|Q1) < I(Up; Y|Q1), < I(Us; Z|UY),
I(U; Y|UsQr) — I(Uy; Z|Qn), if I(Uy; Z|Ur) < 1(Uy; Y|Q1).



It is straightforward that by settin@, = (), we have

I(U Y |UsQq) + min{1(Q1; Y |Us), I(Q1; Z|Us) } = 1(Uy; Y|Us),
I(U; Y|UQ1) — I(Uy; Z|U@Qy) = 1(Uy; Y |Uy) — I(Uy; Z|Us).

On the other hand, since
I(U1;Y\U2Q1) - I(U1§ Z|U2Q1) = I(Ul;Y‘U2) - I(U1§ Z|U2) + (I(Ql; Z‘U2) - ](Q1§Y‘U2))7
we have

Sup {I(Ul;Y\UEQl) - I(Ul;Z‘U2Q1)} > sup {I(U1§Y‘U2) - I(Ul;Z‘U2)}- (7)

Po, Puy i@, Puy Py, Po,

A similar derivation of [¥) yields
sup {I(UlUQ, Y|Q1) — I(UlUQ, Z|Q1)} Z sup {I(UlUQ, Y) — I(UlUQ, Z)},

Poy Poy i@y Puy Py, Py,

and

sup {I(U;Y|UsQr) — I(Ur; Z|Q1) } > sup {I(Uy;Y|Us) — I(Uy; Z)}.
Po, Puyi@ Pu, Py, Pu,
Hence, regiorC given by [%) is larger than or equal to the region given [y [3)e random variabl€),
plays not only the role of convexification. The achievapibf the regionC will be shown in Appendix_A.
For the rate-equivocation regid@h if I(Us; Y |Q1) < I(Us; Z|Q,) for every

* 2
PQ1U1U2X1X2 - PQ1U1PX1|U1PU2X27

the cooperation between sender 1 and sender 2 (the helgenoheffect, and the region is in a simpler
form as the convex hull of

C = U {(Rl,Re): 0<R. <R,
PO v Usxy X, Y 21X Xy

R, < I(UIS Y|U2)
R < 1(U Y|U2Qu) — I(U3 Z1U:Q1) }.

Although Tang et al.[[2] give a larger region in this case,(l)y;Y|U;) > I(Us; Z|Uy), then user
cooperation does not take effect. In the following text, vemate the convex hull of andC by C* and

C*, respectively. When there is no helping interference, ig.= 0, then the regior® corresponds to the
capacity-equivocation region for the ordinary wire-tauchel given by[(R). Note that in the cafe = 0,

the helper transmits a deterministic sequengec U/, and both the receiver and the eavesdropper know
this sequence. Therefore, the capacity-equivocatiororeis still characterized by/,.

When considering the perfect-secrecy rate, the auxiliangom variable), introduced to derive a new
rate-equivocation region has no impact. For the wire-tagnokl with a helper, we can achieve the same
perfect-secrecy rate asl (4) derived [in [1].

As the last result of this section we get the following the@ore

Theorem 1:The rate-equivocation regioG* is achievable for the wire-tap channel with a helping
interferer.

Proof: From the above argument, by the coding scheme given in App&idhe regionR, (7, v, x,)
is achievable for any giverf; v, ,, and henceR, is achievable. By prefixing a conditional PMF
Px, v, Px,|u,, the regionR,, which is equivalent ta, is also achievable. The convex hull can be taken
since we can time-share multiple input PMFs via timee-sharing principle5].

0



IV. AN EVEN LARGER RATE-EQUIVOCATION REGION
We can combine the idea given inl [2] with the achievable nedid to get a larger achievable rate-
equivocation region. The key observation is that the reczedoes not necessarily need to decode the
dummy messagél/, sent from the helper.
For a fixed Py, ;,0,x,x, = Paoron Pxijv Poax, € P*, let Ca(P u,0,x,x,) De defined as the rate-
equivocation region
CA(P51U1U2X1X2> = { (Rla Rc) :0< R, <Ry,
Ry < I(Uy; Y[U2Q1) + min{1(Qy; Y|Us), I(Q1; Z|Uz)},
R. < max {Ré — I(Uy; Z|Uy@Q1) — I(Uy; Y[Q1), Ry — I(U Uy; Z|Q1)} 8)
where
RIZ mln{](Ug,Y|Q1),I(U2,Z|U1)},
Ry I(Uy; Y|UsQ1) + Ry,

and @y, U;, and U, are auxiliary random variables satisfying Markov chain ditons (68). Then the
achievable rate-equivocation regiénis expressed as

C = U Ca(PYy, 0,0, %,x,)- (9)

¥
PQ1U1U2X1X2PYZ\X1X2

lI> 1]

We define another rate-equivocation region, for a fi¥&d;; 1, v, x, € P*, as

CB(P51U1U2X1X2) = {(Rl, Re) : Rl S I(Ul’ Y),
0 < R. < Ry,

R < I(U;Y|Q1) — I(Ul;Z|Q1)}-
Then, a new achievable rate-equivocation region, denoged, lis given by the convex hull of

C~ = U {CA(P51U1U2X1X2) U CB(P51U1U2X1X2>}' (10)

*

PQ1U1U2X1X2

From equations[{9) and (110), it is readily seen that in géneeahaveC* C C* whereC* denotes the
convex hull ofC. The region
Cp(P*)\ (Ca(P") N Cp(FP7))

expresses an additional regiondq(P*) for a fixed P* € P*, which is given by the observation inl[2].
The rate-equivocation regiagh can be seen as an extension of the resultlof [2] in the sensevéhderive
not only a perfect-secrecy rate but also a rate-equivatatgion by introducing the auxiliary random
variable@;. The key idea lies in the facts that:

(i) The receiver and the eavesdropper can decode a partedage ofii; at the rate at most

min{/(Q;Y),[(Q;Z)}, and

(i) As for the other part of message, dummy message from éhgeh needs not be decoded, and can
be treated as noise.

Note that even though the regi@h (FPy,v,v,x,x,) does not involve the rat&,, user cooperation, i.e.,

interference by a helper, is necessary to achieve thismegiod hence, the PMFs of random varialilgs

and X, are also included in the region. The achievability of theiged is shown in AppendiXB.
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Fig. 2. Pictorial representation for the equivocation gainen cooperation is used for the case (i) of Proposifibn 2ttfier situations
I(X1;Y|X2) > I(X1;Z|X2) (left) and I(X1;Y|X2) > I(X1; Z|X2) (right). PentagonsRy and Rz express an achievable region for
the receiver's MAC and the eavesdropper's MAC, respedgtivEfie cooperation scheme that achie¢es P*) is labeled “coop. A’ and the
cooperation scheme that achievgs(P*), is labeled “coop. B”.

When only the perfect-secrecy rate is concerned, the ddaiate-equivocation region is reduced to

C' = J{Ch(m2) UCh(m)}, (11)
where
Cly (1) 2 {R1 . R >0,
Ry < max {I(Uy; Y|Us) — I(Uy; Z|Us) + Ry — I(Uy; Y),
(U Y |Us) + Ry — I(ULUs; Z)}}
and

Chy(ms) = {R1 0 < Ry < [[(UY) — I(U; Z)]+}.
for a fixed input distributionr» = Py, x, Pu,x,. Then, the following perfect-secrecy rate is achievable:
sup {61,4(7?12) U C/B(ﬂ'lg)}

12

which is the same as the one given|in [2].
We next consider conditions under which we get an improvéneenregionCgz(P*), i.e.,

Ca(P7)\ (Ca(PT)NCp(PT)) # 0.

We have the following proposition:
Proposition 2: For a givenP* € P*, Cp(P*) \ (Ca(P*) N Cp(P*)) # 0 if and only if either of the
following two conditions is satisfied:

() I(U:Y|Q) > I(U:; Z|Q) and

0 < I(Uz; Z|@Q1) — I(Us; Y|Q1) < I(Uz; Z|Ur) — I(Us; Y|Un), (12)
(i) I(U;Y|Q) > I(Uy; Z|Q) and

Proof: See Appendix . O
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Fig. 3. Pictorial representation for the equivocation gaimen cooperation is used for the case (ii) in Proposifibn 2tiie situations
I(X1;Y|X2) > I(X1;Z|X2) (left) and I(X1;Y|X2) > I(X1; Z|X2) (right). PentagonsRy and Rz express an achievable region for
the receiver's MAC and the eavesdropper's MAC, respedgtivEfie cooperation scheme that achie¢es P*) is labeled “coop. A’ and the
cooperation scheme that achievgs(P*), is labeled “coop. B”.

We illustrate both cases, in whidiz(P*) is effective, in Figs[2 andl3. For illustrative purpose,
we consider rate-equivocation regions given By, o, Px,. The actual region is obtained by prefixing
Px, v, Px,|u, as discussed in AppendiX A. Fig. 2 describes the case thafisa{12) in the following two
situations: I (X1; Y| Xy) > I(X1; Z|X,) (left) and I(X1;Y|Xs) > I(Xy; Z|X3) (right). Fig.[3 describes
the case that satisfies that satisfies (13) in the followirggituations:7(X;; Y| X,) > I(X;; Z|X5) (left)
and I(X;Y|Xy) > 1(Xy; Z|X,) (right). In the figures “coop. A’ denotes the cooperationesok that
achievesC,(P*), while “coop. B” the cooperation scheme that achie¥g&P*). Observe that in the right
subfigures of both figures only cooperation scheme B givegiy®gquivocation, implying the usefulness
of this cooperation scheme.

V. A NOTE ON THEBROADCAST CHANNEL WITH CONFIDENTIAL MESSAGES AND AHELPING
INTERFERER

Since the effect of); is not completely clear, one might doubt the true effect)ef In this section,
we discuss about the role of the introduggd by comparing relationship between the broadcast channel
with confidential messages (BCC) and the wire-tap channt#l wihelping interferer. We consider the
following two items:

(1) The constraint or?; in the new achievable rate-equivocation regibmvolves the term
min{I(Qy; Y'|Us), [(Q1; Z|Us2) },

whereas the capacity equivocation region for the ordinargstap channel does not (c.f.] (2)).
(2) Although by introducing another auxiliary random vat&a(); we have a wider rate-equivocation
region, this random variable gives no impact in terms of girbecrecy (i.e.[14)).
Csiszar and Korner show inl[4] that for the broadcast chawitél confidential messages (BCC), the use
of O, is essential.
In the model of BCC (FiglJ4), there are two receivers, and theder wishes to send public messages
W, of rate Ry to both receivers while public messagdg of rate R, is confidential to receiver 2. It is
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Fig. 4. The broadcast channel with confidential message€}BC

known that the following region is the capacity-equivooatregion for the BCCL[4, Theorem 1]

Cooc = {(B1, e o) - 0= Ro,0 < R < Ry,
Ro+ Ry < I(Uy; Y[Q1) + min{I(Q1;Y), [(Q1; Z) },
R, < I(U; Y|Q1) — I(Uy; Z|Q),
Ry < min{I(Q1:Y), 1(Q1; )} } (14)
where the random variables satisfy
Q1—-U— Xy — (Y, 2). (15)

From (14), the constraint o, + R; also involves the ternmin{/(Q:;Y), 1(Q; Z)} (c.f., above item
1). Furthermore, the random variallg is essentially necessary because receiver 2 should estimat
from ZV reliably. Having this in mind, we can argue tB&C with a helping interfereas in Fig.[5, and
we can achieve the following rate-equivocation regiont thahe convex hull of

Cooen = | J{CA(x") UCK(T™)}. (16)

where
Ci(m*) £ {(leRe,Ro) : 0< Ro,0< Re < Ry,
Ry + Ry < I(Uy; Y[U2Q1) + min{I(Q1; Y|Uz), 1(Q1; Z|Us)},
Re < I(U; Y|U2Q) — I(Uy; Z|UzQn),
Ry < min{1(Qu; Y|U2), 1(Qu; Z|U2)} |,
and
Cp(r) = {(RlaReaRO) i 0< Ry, 0< Re < Ry,
Ry + Ry < I(U;Y[Q1) + min{I(Q1;Y), [(Q1; 2)},
Re < I(U1;Y|Q1) — I(U; Z|Qv),
Ro < min{1(Q1:Y), 1(Q1; 2)}}.

Here,,, Uy, andU, are auxiliary random variables satisfying the Markov ct@inditions [(6). Therefore,
we think that in the case of the BCC with a helper, the usé)pfis alsoessential Furthermore, when
Ry, = 0, the above region reduces to the capacity-equivocatiolmegr the BCC.

Remark 1:We cannot directly use the achievability scheme from Appeld and the constraint on
R. € C',(P*), which is always achieved witiR, = 0, is smaller than that i€ 4(P*) given in (8) for the
wire-tap channel with a helper. The main reason for this &,thy setting

R2 S mlH{I(UQ, Y|Q1), I((]g7 Z|U1)}
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Wy —= Xi' vY
Sender - )
Wy ——> Wiretap Channel

Y

Receiver—>=W,, W,

ZN
JzZlr, T A
Py, 2|71, 7) Eve =11,

Y

Wy —{ Helper

Dummy Message (interference)

Fig. 5. BC with confidential messages and with a helper.

as in Appendix_A, then receiver 2 cannot always decbide (and equivalently[/}’) correctly, and it
cannot decodé&l;, accordingly for some

Ry < min{I(Q; Y|Us), I(Q1; Z|Us)}.

If 1(Q1;Y|Us) < I(Q1; Z) is satisfied, then there is a possibility to have an advantagehe other hand,
in the case of the wire-tap channel with a heldég needs not be decoded by the eavesdropper, so this
problem does not occur.

Despite the above remark, from{14) ahd|(16), the cooperatja helper gives a larger rate-equivocation
region compared with the case of the ordinary BCC (with n@éued). This indicates that the cooperation
has an effect even for the BCC case, and observation by Taaly 2] is also useful.

VI. CONCLUSION

We have derived a new achievable rate-equivocation regiorafclass of wire-tap channels with a
helping interferer, which has been shown to be larger tharrdke-equivocation region given by [1]. Our
result can naturally adopt the observation given [y [2]/dytgy an even larger rate-equivocation region
than the previously known regions. We also discussed abmmue selationship of our result with the
capacity-equivocation over the broadcast channel witHidential messages in order to explain the role
of the newly introduced random variable.

APPENDIX A
ACHIEVABILITY OF THE NEW REGION

We shall show an achievability scheme for the regiovia random coding. As in the wire-tap channel
[4], we introduce rate splitting oR?; into R,q and R;;, where R, denotes the rate of messages that can
be decoded by both the receiver and the eavesdropperkandenotes the rate of messages that can be
decoded only by the receiver. First we define the followingjoe:

Ri= U {(Rl,Ro)i Ry = Rip+ R11,0 < Ryp,0 < R, < Ry,
Px1q01PxyPy z1x1 x5
Rip <min{l(Qq; Y[X2), [(Q1; Z| X2)},
Ry < I(X1;Y|X2Qq),
R, < maX{](Xl;Y\UEQl) — I(Xy1; Z1X5Q1),
I(X1: Y[ XoQ) — (X1 X2 Z|@Q1)
+min{7(Xa Y|Q), I(X2: Z|X0)} . (17)
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As discussed inJ4], ifR, is achievable, the following regioR is achievable by prefixing a conditional
PMF PX1|U1PX2\U2:

Ro = U {(Rl,Re)i Ry = Ryg + R11,0 < Ry0,0 < R, < Ry,
PQ1 Puy @ Pua Pxy Uy Pxo Uy Py 21X X5
Ry <min{I(Q;Y|Uz), [(Q1; Z|Us)},
Ry < I(U Y[U2Qy),
R < max {1(U; Y |U2Q1) — (U1 Z1U2Qu),
I(U; YU2Q1) — I(UWUs; Z|Qn)
+min{1(Uy; Y |Qu), I(Us; Z|U1)}H}.
By using the relation?,, = R, — Ry;, Fourier-Motzkin elimination yields the regiofi given by [®).
Hence, in terms of the achievability to the regiGnit suffices to show that the rate-equivocation region
R is achievable for every givefy, x, Px,.
Next we show the achievability oR,, given by [17), via random coding and the joiasymptotic

equipartition property(AEP) [S]. We fix a joint PMFF} . v, £ Py, x, Px,, and let the target region be
denoted byR, (%, x,x,)- We consider two cases that will be called Case 1 and Case 2.

A. Case 1I<X17Y‘X2Q1) < I<X17Z‘X2Q1>

In this case, we need to consider only the ca&E,;Y|Q:) > [(Xs; Z|Q1), since otherwise the rate-
equivocation becomes zero because the first constraifit.an (I7) is apparently negative (i.e., it gives
a trivial upper-bound orR,). Then, the constraint oR, is expressed as

Re < [I(X1; V[ X2Q1) + min{ 7 (X2 Y|Q1), [(X2; Z|X1)} — I(X1X2; Z|Q1)] ™ (18)

1) Codebook generationFor a givenr, x, y,, we first generate@¥ o independent and identically
distributed(i.i.d.) sequences at random according to

N
PQ{V(Q) 2 H PQl(Qn)a
n=1

and index them ag(i),i € [1,2V70], with

When j; < jo, [j1,72] denotes the set of all integers frop to j,. For giveng(i),i € [1,2Nf10], we
generate2V 1 ji.d. sequences at random according to

N
Pyyior(@1]@) £ [ ] Pxije: (#1ala0),

n=1

and index them ag(i,b),b € [1,2"V%], with
R < I(X1;;Y|X0Q0). (20)

We also generaté™#: i.i.d. sequences at random accordingQx () £ Hﬁf:l Px,(z2,), and index
them asz,(k), k € [1,2N72], with

Let
R 2[R+ Ry — I(X1X9; Z|Q1)]* (22)



12

express the rate that exceeds the eavesdropper’s abiltfedode a sequence reliably. We also define
W= [1,2V0], £ = [1,2NE-F)] and B =W x £ = [1,2"V%]. Note thatR’ < R since

R—R > I(X1X2; Z|Q1) — [(Xa; Z|X1) = 1(X1; Z|Q1).

Hereafter, we assumi’ > 0 for simplicity. If this is not the case, no security level cha reached, and
we achieve only(R;,0) such thatR; < R which is still inside the rate-equivocation regi®y. We call
this codebook generation and the encoding and decodingnecdescribed belowoding Scheme.1

2) Encoding:For a given rate-equivocation pdiRy,, R11, R.) such thatR; = R+ Ry; and R, < Ry,
we consider the following encoding scheme: Assume that eesetessager; = (wyp, w1;) € W; with
wyy € Wi = [1,2V%0] and wy;, € Wy 2 [1,2VFu] is input to sender 1 and a random message
wy € [1,2N72] is generated at sender 2.

The encoding function fot;; at sender 1 operates in the following stochastic manner:

(i) If Ry, > R', then we divideW,, into W and 7 £ [1,2VFu-F)] asW,, = W x J. Let g be
the partition that dividesC into |J| = 2V =) subsetsLy, ..., L]\, » With equal cardinalities
2N(F-Fu) The encoder determindsy, ) from w;; = (w,j) such that/ is uniformly chosen from the
partition £; at random. In this case, there is a one-to-one correspoadstween{(w,[)} and[1,2"VA].

(i) If Ry, < R', then the encoder obtairia, [) by settingw = wy; and uniformly choosing from £
at random. In this case, there is a one-to-one correspoadestveen{ (w, )} and [1, 2V (Fu+R=F)]

The transmitted sequence from sender kjéi, b) with i = wy, andb = (w, 1) € [1,2VF]. Sender 2
transmits the sequence (k) with k& = w,, wherew, € [1,2""] is uniformly selected.

3) Decoding:: Upon receivingy € V7, the receiver seeks a message m:a,ik) such that

(a(0), a(h), ) € AY

where A™Y) denotes the-jointly typical set [5] for any fixede > 0. If there does not exist or there are
more than one such sequence, then the receiver declaresodirdgerror. Then, the receiver seeks a
messageé = (w, [) such that

~ ~

(q<Z>7 ml@? [;)7 w2(]%)7 y) S AEN)
(w,1

for given (i, k). Having (2, b) such thatb
messagev; = (wio, wy;) by setting

), the receiver obtains the estimates of the transmitted

~

(@,g(l)), if Ry > R/, and
@, if Ry <R

> >

4) Analysis of Reliability: The average probability of decoding error for the receidEmoted by
P (1,b, k) provided that(i, b, k) is sent, is upper-bounded as

PNV b k) < PO (k) + P (B, b), (23)

Where?g)(z’, k) and?g)(b\i, k) denote the probabilities of decoding error for the first qeegtimation
of (i, k)) and the second step (estimationbafiven a true transmitted paff, k)), respectively. It is easily
seen that the error probability of the first decoding step lmamnade arbitrarily small for all sufficiently
large N by the AEP [5] sinceR;, and R, satisfy [19), [(2ll), and

< I(QiXyY). (24)

Also, the error probability of the second decoding step camlade arbitrarily small for sufficiently large
N by the AEP and[(20), and so can the probabiﬁ_%é/N)(z’,b, k).
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5) Analysis of EquivocationThe equivocation?") = ~H(Wy|Z"N) is lower-bounded by
1
RW) = NH(W10W11|ZN)
1
> NH(W10W11|ZNW10)

1
= NH(W11|ZNW10), (25)

where the inequality follows from the fact that conditiopidoes not increase the entropy. By a similar
expansion forH (Wy,|Z¥W,) as in [1, eq. (45)], we obtain

HWy|Z8Who) > H(XY XY | Who) — HIXN XY ZN| W) — H(XY XY |[WioWi Z7). (26)
We shall consider bounding each term[inl(26). For the firshfaeve have
H(X{' Xy [Who) = H(X7'|[Who) + H(X)

and
H(X{[Wio) = H(X{ [W1oQy) = H(X{|QY),

where the first equality is due to the fact tliat is a deterministic function off’;,, while the last equality
follows from the Markov chain relationshipl,, — QY — XJ. Since the codewords are generated
according to i.i.d. distributions, it follows that

H(X{'|QY) = NH(X,|Q:) > NR, (27)
and
H(XY)= NH(X5) > NR,. (28)
It is sufficient that we directly replace these inequalitiath
NH(X1|Q1) > NI(X1;Y[X2Q1)

and

For the second term in_(R6), we expand
I(XP X5 ZN[Who) = H(ZN[Who) — H(ZN| XY X3 Who),
(29)
for which we have
H(ZY|Who) = H(Z™|QY') = NH(Z|Q1) (30)

due to the fact thaf)!’ is a deterministic function ofV’;,, the Markov chain relationshig’;, — QY —
ZN, and an i.i.d. distribution fo&Z" given QY. We also have

H(Z¥|X)Y X3 W) = H(ZVXTX)'Q) = NH(Z| X1 XoQn). (31)
It follows from (30) and [(3ll) thaf (29) becomes
I(X{T X35 ZN[Whg) = NI(X1Xa; Z|Qh). (32)

We now consider the third term ih(26). Consider decodingg@ifenw; = (wyg, w11) € W, by observing
z € ZN. For the casd?;; > R/, since this decoder knowse 7, which is given byw,; = (w, j) € Wiy,
and using the following inequalities

1
NIOgQ |£;| -+ R2 S R — R, + R2 = ](X1X27Z|Q1),
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and
1 /
N log, |£)] < R < I(Xy; Z| X2Qn), (33)

the average probability of decoding error can be made arbjtrsmall for sufficiently largeV. Note that,
in this case,
R < I(X1;Y[X0Q1) < I(Xy; Z|XoQn).

For the caseRr;; < R/, we also have

1
N 10g2 |£| + RQ S R — R/ -+ R2 = ](XlXQ, Z|Q1),

and 1

Again, the average probability of decoding error can be nmetérarily small with all sufficiently large
N. Therefore, by Fano’s inequality![5], for any giveh> 0, we have

1
NH(XfV XN WioWn zV) < € (35)
for sufficiently largeN. Substituting[(2B),[(32), and_(B5) intb (26) yields, for agiyene¢ > 0,

RgN) 2 R + R2 — I(X1X27 Z‘Ql) — 6/

for N sufficiently large. Since we can choose any paifband R, subject to[(2D) and(21), there exist
R and R, such that, for any’ > 0,

RN > (X1 Y| X2Q1) + min{I(Xo; Y|Q1), I(Xa; Z|X1)} — I(X1X2; Z|Qy) — €. (36)
Hence, it follows from[(2R) and (36) that any equivocatiBn satisfying [I8) is achievable.

B. Case 2](X17 Y‘Xg@l) > I(Xl, Z|X2Q1)

In this case, if[(Xy;Y|Q1) > I(X3; Z|Q1), then the constraint o®, is given by [18). We can use
Coding Scheme 1 discussed in Case 1 with a slight modificatMmnset

R =[R + min{I(XyY|Q), (X2 Z|X1)} — (X1 Xs; Z|Q1)] ",

and we assume that’ > 0, because no security level is obtained otherwise. Thenthferanalysis of
equivocation, the left hand side ¢f (33) is bounded as

1 ) ) .
N 10g2 |‘CJ| <R-R = ]()(1)(27 Z|Q1) - mln{](Xg; Y|Q1), ](Xg, Z|X1)}
SinceI(Xy; Z|Q1) < min{/(Xy; Y[Q1), I(Xe; Z| X1)} and
(X9 Z|Q1) = H(Xs) — H(X:|Q12)

< H(Xp) — H(Xo|Q1 X1 2)

= I(Xy;Z|Xy)
where the last equality follows from the Markov chain redaship

Q1 — (X1, 7) — Xy,

we havel[(3B) ifR;; > R'. From the same reasoning, we also have (343,if < R’. Other arguments are
quite similar to those for Case 1, and we can show that anyeqié/ocation pai(R2;, ) € R1(FP), x, x,)
is achievable.
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We then consider the cadéX,; Y|Q1) < I(Xy; Z|Q1). In this case, the constraint ai, in (I7) is
given by
Re < I(X1; Y[ X2Q1) — I(X1; Z| Xa@Qn),

which can be achieved by a similar coding/decoding schent@otting Scheme 1 by letting
R < I(Xy;Y]X20Q),and
R = [Rl—I(Xl;Z|X2Q1)]+-
In this case,R, can be arbitrarily set in the rande< R, < I(X,;Y|Q1). We call this coding scheme

Coding Scheme.2
To show the equivocation at the eavesdropper, note that

RWM = %H(WIOWHMN)
> %H(W11|ZNX2NW10).
Similarly to the derivation[[1, eq. (49)], we obtain
HWn|ZN XY W) > H(XN W) — I(XD; ZV Wi X)) — H(XY [WieWn 2V XJY),
in which the right hand side is lower-bounded by
N(I(X1; Y[ XoQq) — I(X1; Z| X2Q1) — €),
for any givene > 0, for all sufficiently large/N. This completes the proof of the achievability to the
region R (Py, x, x,)-
APPENDIX B
AN ACHIEVABLE SCHEME FOR THEREGION R p

We give an achievability scheme for the regidmiven in [I0). Letr* = P§ thv,x,x, aNdRp(7*) be
defined as

Rp(r") = {(RlvRe) Ry = Ryo+ R, 0 < Ry,
O S Ro S R17

Rip <min{I(Q;Y),1(Q1; Z)},
Ry < I(U;Y|Q),

Re < I(U;Y|Q:) — 1(U; Z1Q0) |- (37)
By virtue of Fourier-Motzkin elimination, it is readily shm that

Ucs() = JRa(m), (38)
and from [(9) and[(1l0),

)
I

UJ{ca(x) URs(7)}

T

= CulJRa(n).

The regionC is achievable by the coding method given in Secfioh Ill. Efare, if we have an
achievability scheme to achieVR (), ,1,x,x,) for any given Py i1+, x, € P*, then the region
C is also achievable.

We turn to showing an achievable scheme to the re®oii "} 1,1, x, x,) for arbitrarily fixed 7 =
PS.v.x,x, € P*. The description of a achievability scheme is a combinatbithe scheme in Ap-
pendix[A and the scheme given in [2].
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APPENDIX C
PROOF OFPROPOSITIONZ

The condition/ (Uy; Y|Q) > I(Uy; Z|Q) is necessary since otherwise there is no equivocation ().
As we have seen iri{(7), there are three cases for which therr€gi( P*) is of different form.
If 1(Us;Y|Q1) < I(Us; Z|@1), then the constraint oR, € C4(P*) is given by

Re < [I(Uy; YU2Qu) — I(Uy; Z|UaQ1)] ™
Then the constraint o, € Cg(P*) has an effect iff
LU Y|Qr) — I(Uy; Z|Qr) = I(Uy; Y|UsQr) — I(Uy; Z|U2Q1). (39)
First note that

I(UY|Q1) — I(Uy; Z|Qr) — (L(Uy; Y[U2Q1) — I(Us; Z|UzQ1))
= I(U1§ Z|U2Q1) - I(U1§ Z|Q1) - (I(U1§ Y|U2Q1) - I(U1§ Y|Q1))- (40)

Since

I(U; Z|Ux@1) = (U3 Z1Qr) = T(ThU; Z|Q1) = I(Us; Z|Q) — (U Z Q1)
= I(Us; Z|Uy) — I(Uy: Z)Q1)

and also
I(U Y| UQr) — I(U Y |Qr) = I(Up; YU — I(Us; YQu),
then [40) becomes

LU Y|Q1) — I(Uy; Z|Qr) — (L(Uy; Y[U2Q1) — I(Us; Z|UzQ1))
= [(Us; Z|Uy) — I(Us; Z|Q1) — (I (U Y|Ur) — I(U; Y|Q1))). (41)

Therefore, [(3P) holds iff
I(Us; Z|Uy) — 1(Uy; Z|Q1) > 1(U; Y|UL) — 1(Us; Y|Q1),

leading to [(IR).
If 1(Uy; Z|Q1) < I(Uy; Y|Q1) < I(Us; Z|Uy), then the constraint oR, € C4(P*) is given by

)< I
R, < [I(UhU; Y|Q1) — I(U1Us; Z|Q1)]
Then the constraint o, € Cg(P*) has an effect iff
IUGY Q) —I(U; Z|1Q1) = I(U U Y|Qr) — I(U Us; Z|Qy). (42)
We note that

I(U; Y Q1) — I(Uy; Z|1Q1) — (I(UhUs; Y[Qr) — I(UrUs; Z1Q1))
= 1(Uz; Z|Uy) — 1(Us; Y [Un). (43)

Therefore, [(4R) holds iffi(13) holds.
If 1(Us; Z|Uy) < I(Us; Y|Q1), then the constraint oR, € C4(P*) is given by R, < [I(U Uy; Y|Q1) —
I(Uy; Z1@Q1)]T. In this case, since it always holds

I(UGY|Q) —I(U; Z1Q1) < IO U Y|Q1) — I(Us; Z|1Qq), (44)

the constraint om?, € Cz(P*) hasno effect a
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APPENDIX D
THE WIRE-TAP CHANNEL WITH A DEAF-INTERFERER

In wireless network settings, sender 2 (the helper) in thesdp channel with a helper can observe
a noisy sequence of the transmitted sequeki¢efrom sender 1. Let;¥ denote the sequence observed
by sender 2. For some security systems, it is desired to dgakdng information aboutV; to sender 2,
which motivates the introduction of another type of the viap channel with a helper, called the wire-tap
channel with adeaf-helper(a deaf-interferej [1].

The wire-tap channel with a deaf-helper looks like the redayesdropper channel, in which a relay
node observed}" and helps to increase the rate 6f, or the equivocation at the eavesdropper. Note
that in this channel model, the relay node might (partiatlgfode the messad#; for the cooperation.
On the other hand, the scenario of the wire-tap channel witbad-helper describes the setting in which
sender 1 with secret messages does not fully trust the odmetes (the helper) but still wishes to get
help from the user cooperation. As in [1], we assume thatexeRds not malicious, and willing to help
the communication from sender 1 to the receiver. Since sehdmrwards” a dummy sequence instead
of forwarding a (partial) message of sender 1, the coomeratcheme is called aoise-forwarding (NF)
strategy.

In this setting, a rate-equivocation region is defined byoihticing an additional security constraint as
follows:

Definition 3: A rate-equivocation pair( R, R.) is said to beachievableif there exists a sequence of
(N, M;) codes such that for every> 0,

log, M
Rl 2 %_67
PN <
1
RN & NH(W1|ZN)2R6—E,
rM 2 1

SHVYYXY) 2 Ro—e

for all sufficiently largeN.
We conjecture that the convex hull of the following rate4gqoation region is achievable

Con = U {(Ri.R): 0 < R <Ry,
PQy Puy1Q1 Pua Pxy oy Pxgjup Py 2%, X5

Ry < I(U; Y|UQy) +min{I(Qq; Y|Us), [(Qy; Z|Us)},
R. < max {Rg — I(Uy; Z|UsQy) — I(Us; Y|Q1), R, — I(ULUs Z|Q1)}
Re < (U Y |05Q) — (0 Vi|0Q0)]

where
Ry = min{I[(Uy; Y|Q1), I(Us, Z|Uy)},

Ry = I(Uy; Y|UsQu) + Ry,

and @, U; andU, are auxiliary random variables satisfying the Markov chaonditions given by[{6).
As for the perfect-secrecy rate, the above achievablee@irocation region reduces to the following
result, which is the same as that givenlin [1, Theorem 6].
Theorem 2:The perfect-secrecy rate for the wire-tap channel with d-debper, given by

R, = sup min{Re;, Rea},

Puyx, Py x,
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where
Re,l maX{I(Ul, Y|U2) — I(U17 Z‘UQ) -+ R/2 — I(UQ, Y|),I(U1, Y|U2) + R/2 — ]<U1U27 Z)}, and
Res S [I(Uy; Y|Us) + Ry — I(Uy; Yi|Us)] T,

is achievable.
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